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	VBA IRM Handbook No. 1.02.03.HB1
Establishing, Assessing, and Reporting Management Controls


	This handbook contains the procedures that the proponent organization, the Business and Technology Integration Staff (20S1), has developed to implement VBA IRM Policy Directive No. 01.02.03.  You may direct any questions or comments concerning these procedures to the proponent organization.


	This Handbook provides a process for Directors in the VBA Office of Information Management to use as they establish, assess, and report on management controls for their organizations.


	
	WHO (Actor)

	
	ACTION
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	Director, Business and Technology Integration Staff (20S1)
	
	a.  Review Federal, VA and VBA policies concerning management controls.

b.  Develop guidance, in the form of directives, handbooks, and notices, for the 20S Management and Accountability Control Program that is consistent with those policies.

c.  Ensure all 20S Directors understand their responsibilities concerning the Management and Accountability Control Program.
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	Directors, 20S Offices, Services, Staffs, Benefits Delivery Centers, and Systems Development Centers


	
	a.  Develop and implement appropriate, cost-effective management controls for results-oriented management.

(NOTE:  These controls must be consistent with the standards outlined in OMB Circular A-123.  See Appendix A.)



	
	
	
	b.  Continuously monitor, evaluate, and improve the effectiveness of management controls associated with the organization and programs.
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	Directors, 20S Offices, Services, Staffs, Benefits Delivery Centers, and Systems Development Centers


	
	c.  Perform an annual assessment of management controls using all available information resources.  (See Appendix B.)

d.  Perform reviews, as needed, to provide sufficient information upon which to make the annual assessment.



	
	
	
	e.  Identify deficiencies in the organization or program's management controls.



	
	
	
	f.  Report deficiencies that are (or should be) of interest to the next level of management along with recommendations concerning how those deficiencies should be corrected.

(NOTE:  20S Directors will submit their organizations' reports to the CIO through the Director, 20S1.)



	
	
	
	g.  Prepare and sign an annual statement of written assurance on internal controls.  (See Appendix C.)  All statements are due to the CIO no later than the 15th workday in September.

(NOTE:  Signature authority for the statement of written assurance may not be delegated.)
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	Director, Business and Technology Integration Staff (20S1)


	
	a.  Review reported deficiencies and coordinate decisions for reporting any deficiencies as material weaknesses to the VBA Management Control Officer/Liaison (242).  



	
	
	
	b.  Prepare the CIO's annual Statement of Written Assurance for the CIO's signature.    (See Appendix D.)

(NOTE:  This Statement of Written Assurance shall be based on reported deficiencies and the CIO's subsequent decisions for reporting any deficiencies as material weaknesses.)



	
	
	
	c.  Forward, with the statement, any plans for correcting deficiencies that are reported as material weaknesses.
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	Chief Information Officer (20S)
	
	a.  Sign and forward the annual Statement of Reasonable Assurance to the VBA Chief Financial Officer (24).

b.  Forward, with the statement, any plans for correcting deficiencies that are reported as material weaknesses.

c.  The statement and plans are due to the Under Secretary for Benefits no later than the 5th workday in October. 
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This handbook is approved.  It will be used to implement VBA IRM Policy Directive No. 1.02.03 of VBA Manual M20-4, Part I.  Place it in Part II of M20-4 behind Tab 1.0, Management and Administration.

By Direction of the Under Secretary for Benefits

ORIGINAL SIGNED

Newell E. Quinton

Chief Information Officer
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	Appendix A
General Management Control Standards


	General management control standards and specific management control standards are listed below.  Managers should incorporate these basic controls in the strategies, plans, guidance and procedures that govern their programs and operations.  All management controls must be consistent with the following standards, which are taken from OMB Circular A-123.  (These standards were originally drawn from the "Standards for Internal Control in the Federal Government," issued by the General Accounting Office.)


General Management Control Standards

SYMBOL 183 \f "Symbol" \s 12 \h
Compliance With Law.  All program operations, obligations and costs must comply with applicable law and regulation.  Resources should be efficiently and effectively allocated for duly authorized purposes.

SYMBOL 183 \f "Symbol" \s 12 \h
Reasonable Assurance and Safeguards.  Management controls must provide reasonable assurance that assets are safeguarded against waste, loss, unauthorized use, and misappropriation.  Management controls developed for agency programs should be logical, applicable, reasonably complete, and effective and efficient in accomplishing management objectives.

SYMBOL 183 \f "Symbol" \s 12 \h
Integrity, Competence, and Attitude.  Managers and employees must have personal integrity and are obligated to support the ethics programs in their agencies.  The spirit of the Standards of Ethical Conduct requires that they develop and implement effective management controls and maintain a level of competence that allows then to accomplish their assigned duties.  Effective communication within and between offices should be encouraged.

Specific Management Control Standards

SYMBOL 183 \f "Symbol" \s 12 \h
Delegation of Authority and Organization.  Managers should ensure that appropriate authority, responsibility and accountability are defined and delegated to accomplish the mission of the organization, and that an appropriate organizational structure is established to effectively carry out program responsibilities.  To the extent possible, controls and related decision-making authority should be in the hands of line managers and staff.

SYMBOL 183 \f "Symbol" \s 12 \h
Separation of Duties and Supervision.  Key duties and responsibilities in authorizing, processing, recording, and reviewing official agency transactions should be separated among individuals.  Managers should exercise appropriate oversight to ensure individuals do not exceed or abuse their assigned authorities.

SYMBOL 183 \f "Symbol" \s 12 \h
Access to and Accountability for Resources.  Access to resources and records should be limited to authorized individuals and accountability for the custody and use of resources should be assigned and maintained.

SYMBOL 183 \f "Symbol" \s 12 \h
Recording and Documentation.  Transactions should be promptly recorded, properly classified and accounted for in order to prepare timely accounts and reliable financial and other reports.  The documentation for transactions, management controls, and other significant events must be clear and readily available for examination.

SYMBOL 183 \f "Symbol" \s 12 \h
Resolution of Audit Findings and other Deficiencies.  Managers should promptly evaluate and determine proper actions in response to known deficiencies, reported audit and other findings, and related recommendations.  Managers should complete, within established time frames, all actions that correct or otherwise resolve the appropriate matters brought to management's attention.

Other policy documents describe additional specific standards for particular functional or program activities.  For, example, OMB Circular No. A-127, "Financial Management Systems," describes government-wide requirements for financial systems.  The Federal Acquisition Regulations define requirements for agency procurement activities.  VA's "Internal Control and Review Guide" should be used by program managers for reviewing their automated financial systems and determining if they contain adequate internal controls to provide reasonable assurance that the information processed by the respective automated systems is accurate, complete, timely, and authorized, and that the system itself is secure and auditable. 

	Appendix B
Sources of Information


Management controls can be assessed by using a variety of information sources.  20S Directors are responsible for monitoring and assessing controls within their organizations.  They should use other sources as a supplement to—not a replacement for—their own judgment.  Sources of information include (but are not limited to):

SYMBOL 183 \f "Symbol" \s 12 \h
Management knowledge gained from the daily operation of agency programs and systems.

SYMBOL 183 \f "Symbol" \s 12 \h
Management reviews conducted (1) expressly for the purpose of assessing management controls, or (2) for other purposes with an assessment of management controls as a by-product of the review.

SYMBOL 183 \f "Symbol" \s 12 \h
IG and GAO reports, including audits, inspections, reviews, investigations, outcome of hot line complaints, or other products.

SYMBOL 183 \f "Symbol" \s 12 \h
Program evaluations.

SYMBOL 183 \f "Symbol" \s 12 \h
Audits of financial statements conducted pursuant to the Chief Financial Officers Act, as amended, including:  information revealed in preparing the financial statements; the auditor's reports on the financial statements, internal controls, and compliance with laws and regulations; and any other materials prepared relating to the statements.

SYMBOL 183 \f "Symbol" \s 12 \h
Reviews of financial systems which consider whether the requirements of OMB Circular No. A-127 are being met.

SYMBOL 183 \f "Symbol" \s 12 \h
Reviews of systems and applications conducted pursuant to the Computer Security Act of 1987 (40 U.S.C. 759 note) and OMB Circular No. A-130, "Management of Federal Information Resources."

SYMBOL 183 \f "Symbol" \s 12 \h
Annual performance plans and reports pursuant to the Government Performance and Results Act.

SYMBOL 183 \f "Symbol" \s 12 \h
Reports and other information provided by or to Congressional committees of jurisdiction.

SYMBOL 183 \f "Symbol" \s 12 \h
Other reviews or reports relating to agency operations.

	Appendix C
Example Statement of Written Assurance to CIO


Memorandum

[image: image7.wmf]Date:

From:

Subj:

To:


September 18, 2000

	Director, Information Management Example Staff (20SX)



	Statement of Written Assurance on Management Controls


	Chief Information Officer (20S)

	

	1.  As Director, Information Management Example Staff, I am cognizant of the importance of management controls.  I have taken the actions necessary to ensure that management controls in the Information Management Example Staff are in place and that reviews are conscientious, thorough and satisfy the objectives of the system of internal accounting and administrative controls which provide that:

a.  Obligations and costs are in compliance with applicable law;

b.  Funds, property, and other assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and

c.  Revenues and expenditures applicable to my organization's operations are properly recorded and accounted for to permit the preparation of accounts and reliable financial and statistical reports and to maintain accountability over the assets.



	2.  The concept of reasonable assurance recognizes that the costs of internal controls should not exceed their benefits.  Estimates and judgments are required to assess the expected benefits and related costs of control procedures.  However, errors or irregularities may occur and not be detected.  There are inherent limitations in any systems of internal accounting and administrative controls, including resources constraints, congressional restrictions, and other factors.  Additionally, projecting any evaluation of a system of management controls to future periods is subject to risks.  For example, procedures may become inadequate because of changes in conditions or compliance with procedures may deteriorate.



	3.  The result of the evaluation performed in accordance with the guidelines identified in paragraph 1, as well as other information available to us, indicated that the system of internal accounting and administrative controls in the Information Management Example Staff in effect during the fiscal year ending September 30, 2000, taken as a whole, complies with the requirement to provide reasonable assurance that the objectives were achieved within the limits described in the preceding paragraph.

4.  I have received statements of written assurance from all facility Directors reporting to this organization.

Staff Director




	Appendix D
Example of CIO's Statement of Written Assurance


Memorandum
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From:

Subj:

To:


October 18, 2000

	Director, Office of  Information Management (20S)



	Statement of Written Assurance on Management Controls


	Director, Office of Resource Management (243H)

	

	

	1.  As Director, Office of Information Management, I am cognizant of the importance of management controls.  I have taken the actions necessary to ensure that management controls in the Office of Information Management are in place and that reviews are conscientious, thorough and satisfy the objectives of the system of internal accounting and administrative controls which provide that:

a.  Obligations and costs are in compliance with applicable law;

b.  Funds, property, and other assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and

c.  Revenues and expenditures applicable to Department operations are properly recorded and accounted for to permit the preparation of accounts and reliable financial and statistical reports and to maintain accountability over the assets.



	2.  The concept of reasonable assurance recognizes that the costs of internal controls should not exceed their benefits.  Estimates and judgments are required to assess the expected benefits and related costs of control procedures.  However, errors or irregularities may occur and not be detected.  There are inherent limitations in any systems of internal accounting and administrative controls, including resources constraints, congressional restrictions, and other factors.  Additionally, projecting any evaluation of a system of management controls to future periods is subject to risks.  For example, procedures may become inadequate because of changes in conditions or compliance with procedures may deteriorate.



	3.  The result of the evaluation performed in accordance with the guidelines identified in paragraph 1, as well as other information available to us, indicated that the system of internal accounting and administrative controls in the Office of Information Management in effect during the fiscal year ending September 30, 2000, taken as a whole, complies with the requirement to provide reasonable assurance that the objectives were achieved within the limits described in the preceding paragraph.

4.  I have received statements of written assurance from all office, service, and staff Directors assigned to this organization.

Chief Information Officer




	Appendix E
Definitions


1.
Accountability.  Holding managers answerable for carrying out their responsibilities.

2.
Component.  Defined by OMB as a major organization, program, or function requiring one or more separate systems of internal control.  For purposes of this handbook, component means the facilities, programs or functions of the Office of Information Management that require one or more separate systems of internal control.

3.
 Event Cycle.  A series of steps or actions that can be isolated within the component being reviewed.  Event cycles are broad, individual processes used to initiate and perform related activities, create any necessary documentation, and gather and report related data.

4.
 Internal Control (also Management Control).  The steps VBA organizations take to provide reasonable assurance that obligations and costs comply with applicable law; funds, property or other assets are safeguarded against waste, loss, unauthorized use, or misappropriation; and revenues and expenditures applicable to VBA operations are properly recorded and accounted for to permit the preparation of accounts and reliable financial and statistical reports and to maintain accountability over the assets.  Internal control does not encompass such matters as statutory development or interpretation; determination of the need for a program; rulemaking; or other discretionary processes.

5.
Internal Control Documentation.  There are two types of internal control documentation:

a.
System documentation includes policies and procedures, organization charts, manuals, memoranda, flow charts and related written materials necessary to describe organizational structure, operating procedures, and administrative practices, and to communicate responsibilities and authorities for accomplishing programs and activities.  Such documentation should be present to the extent required by managers to control their operations effectively.

b.
Review documentation shows the type and scope of review, the responsible official, the pertinent dates and facts, the key findings, and the recommended corrective actions.  Documentation is adequate if the information is understandable to a reasonably knowledgeable reviewer.

6.
Internal Control Evaluation.  A detailed evaluation of a component to determine whether adequate control techniques exist and are implemented to achieve cost-effective compliance with the goals and purposes of the internal control system.

7.
Management Control Plan (MCP).  A written plan that summarizes the risk assessments, planned actions, and internal control evaluations to be undertaken to provide reasonable assurance that controls are in place and working.  The MCP is used to manage implementation of internal control initiatives.

	Appendix E (Continued)


8.
Material Weakness.  A specific instance of noncompliance with management controls of sufficient importance to be reported to the next higher level of authority.

a.
A material weakness is determined by its context; what is identified as a material weakness at one level need not be so identified at the next.  For  example, a division chief may report the existence of a material weakness to a BDC Director and the BDC Director may agree that it is of sufficient importance to report it to the Director of 20S3.  A reportable material weakness exists at those levels, regardless of whether the 20S3 Director, in turn, reports it to the Chief Information Officer.

b.
A material weakness is one that would significantly impair the fulfillment of the VBA mission; deprive the public of needed services; violate statutory or regulatory requirements; significantly weaken safeguards against waste, loss, unauthorized use or misappropriation of funds, property, or other assets; or result in a conflict of interest.

9.
Reasonable Assurance.  A judgment by the Director, based on all available information, that the systems of management control are operating as intended.

10.
Risk Evaluation.  A documented review by management of a component's susceptibility to waste, loss, unauthorized use, or misappropriation.

11.
Testing. Objective, evaluative procedures used to determine whether management control systems are working in accordance with management's control objectives.
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