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	VBA IRM Directive No. 5.00.01
VBA Information Security Program


	1.  Purpose:  This directive establishes the basic set of controls that constitute the VBA Information Security Program.  It assigns responsibilities for the security of information and information resources within the Veterans Benefits Administration.  The VBA Information Security Program assures that adequate security is provided for all VBA information collected, processed, transmitted, stored, or disseminated in general support systems and major applications.


	2.  POLICY



	5.01.01  General



	a.
The VBA Information Security Program (ISP) defines controls for providing cost-effective protection of VBA automated information systems and telecommunications resources from unauthorized access, disclosure, modification, destruction or misuse.



	b.
The ISP will comply with all applicable statutory, Federal and Departmental requirements for protecting the integrity, availability and confidentiality of VBA's information and information technology resources. 



	c.
Specifications for the acquisition, operation or maintenance of facilities, equipment, software, and related services will include appropriate technical, administrative, physical, and personnel security requirements.  Management officials responsible for making acquisitions will review and approve the security requirements for those acquisitions.



	d.
VBA employees and contractors will report information security incidents immediately, using the procedures contained in VBA IRM Handbook 5.01.01.HB2, Incident Reporting.



	e.
VBA employees and contractors will use Government-acquired commercial software in strict accordance with licensing agreements.



	5.02.01  Physical Security



	a.
VBA information technology resources will be physically secured to prevent unauthorized disclosure of information as well as destruction or unauthorized modification of VBA information technology resources.



	b.
Buildings and office space housing information technology resources will meet VBA, VA and Federal physical security requirements.



	5.03.01  Environmental Security



	a.
 Environmental security safeguards will be developed and maintained to assure the continued availability, protection and unimpeded operation of each VBA facility's information technology equipment.



	b.
 Any new construction or modification of existing structures will meet applicable Federal, Departmental and VBA environmental standards, including those published in VBA IRM Handbooks.



	5.04.01  Data Security 



	a.
 VBA data must be protected at a level appropriate to the risk and degree of harm that would result from the loss, misuse, unauthorized access to, or modification of that data.



	b.
 Each VBA facility will have a data security program that provides an adequate and appropriate level of protection for all sensitive information (such as veteran records and VA employee records), using appropriate technical, physical, and administrative safeguards to protect that data.



	c.
The system manager of record is defined as the owner of the data requiring protection.  The system manager of record must authorize the release of a major application's data to other parties, and must concur in the major application's security plan.



	d.
VBA employees disposing of VBA automated data processing equipment will ensure that all sensitive information contained on that equipments' storage media is removed prior to disposal of the equipment.



	e.
Electronic mail and information messaging applications and systems shall only be used for authorized government purposes.  They shall contain only non-sensitive information unless the data, and accompanying passwords or other authentication mechanisms, are protected with an encryption algorithm approved by the Chief Information Officer (CIO).



	f.
The Privacy Act of 1994 entitles VBA employees to request and receive data contained in their personal records within VA's automated systems.  Any such request will be authorized.  Employees seeking access to information in their personal records will notify, in writing, the supervisor or the organizational official responsible for release of Privacy Act-covered information prior to accessing those records.  All accesses to automated employee records shall be recorded in an audit trail.



	5.05.01
 General Support Systems Security



	a.
VBA general support systems will comply with the Protective Measure Baseline Sensitivity/Criticality Level appropriate to the information that is or will be processed on those systems.

	b.
VBA systems classified as sensitivity/criticality Level 2 and above will comply with the National Institute of Standards and Technology Minimum Security Requirements for Multi-User Operating Systems, NISTIR 5153.



	c.
Each general support system will have a security plan that meets the requirements outlined in OMB Circular A-130, Appendix III.



	d.
Each general support system must be authorized for use in processing information.  This authorization will be done by the facility director, in writing, on the basis of the system's security plan.  This authorization also constitutes system accreditation.  Authorization must occur before a system is used and whenever processing in the system is significantly changed.  Each system must be reauthorized for use at least once every three years.



	e.
General support systems will be periodically reviewed to assure that security-related management, operational, personnel, and technical controls are appropriate and functioning effectively.

1)
Security controls may be reviewed by an independent audit or a self review.  The type and rigor of review or audit should be commensurate with the acceptable level of risk that is established in the rules for the system and the likelihood of learning useful information to improve security.

2)
A formal management review must be performed at least every three years.  The security plan should be the basis for the review.

3)
Depending on the potential risk and magnitude of harm that could occur, weaknesses identified during the review of security controls should be reported as deficiencies in accordance with OMB Circular No. A-123, "Management Accountability and Control."  

4)
A material weakness should be considered if there is no assignment of security responsibility, no security plan, or no authorization to process for a system. 



	f.
Facility directors will assign, in writing, responsibility for security for each general support system to the facility's Information Security Officer.  The facility ISO is the focal point for ensuring that there is adequate security within a system, including ways to prevent, detect, and recover from security problems.  The ISO should be an individual who is trained in the technology used in the system, trained to provide security for such technology, and does not have operational responsibility for the system.



	g.
Automated information systems must be protected from computer viruses.  Any software must be scanned for viruses before it is introduced into VBA automated information systems.



	h.
VBA's computer virus detection, removal and recovery procedures (VBA IRM Handbook 5.05.02.HB2) must be followed immediately if a computer virus is suspected in a system.

	5.05.02  Computer Virus Prevention, Detection and Recovery



	a.
VBA IRM Directive No. 5.05.02, Computer Virus Prevention, Detection and Recovery, published May 3, 1993, remains in effect.



	b.
All references to the Director, Quality Assurance, Security and Contingency Planning Division (20M12) should be replaced with VBA Information Security Officer (20S1).  This change applies to the directive and its associated handbooks



	5.06.01  Communications Security



	a.
Appropriate safeguards will be in place to assure the confidentiality, integrity and uninterrupted availability of information transmitted over the VBA Wide Area Network (WAN) communications system.



	b.
 WAN safeguards apply to any and all connections to VBA facility Local Area Networks (LANs).



	c.
Sensitive information transmitted over the VBA wide area data communications network must be protected by an encryption method approved by the CIO.



	5.07.01  Network Security



	a.
Appropriate safeguards will be in place to assure the confidentiality, integrity and uninterrupted availability of information processed by and transferred over VBA Local Area Networks (LANs).



	b.
Access from VBA LANs to external, non-VBA networks will be tightly controlled.



	c.
VBA IRM Internet Protocol (IP) addressing procedures will be followed.



	d.
Use of network traffic monitors/recorders and routers is prohibited unless authorized in writing by the Director, Office of Information Systems (20S3).



	5.07.02  Network Security—External Connections


	a.
All VBA systems will have the necessary controls to prevent unauthorized access.  VBA employees will not establish electronic bulletin boards, local area networks, modem connections to local area networks, or multi-user systems for communicating information without the specific approval of the Director, Office of Information Systems (20S3).



	b.
A VBA employee will not leave a computer connected to external carriers via a dial-up modem (such as a fax modem that detects and answers incoming calls automatically) powered on during non-business hours unless that computer is protected by an access control system approved by the Director, Office of Information Systems (20S3).

	c.
All dial-up lines that are used for dial-in access and that are connected to VBA internal networks and/or computer systems must pass through an additional access control point (firewall) before users reach a log-in banner.  All directly connected dial-up systems must be isolated—no connection to internal networks or other multi-user machines is permitted.



	5.07.03  Network Security—Internet Connections


	a.
VBA Facility Directors may authorize VBA employees to access the Internet from VBA systems at their facilities.  Facility Directors are responsible for controlling physical connections to the Internet.  Within Central Office, Service and Staff Directors may authorize their employees to access the Internet using authorized VACO systems.



	b.
Only CIO authorized secure gateways (firewalls) shall be used for physical connections.  Physical connections include the types of services (such as e-mail, telnet, and ftp) as well as the security controls that are required to safely access the Internet.



	c.
VBA employees and contractors will not download copyrighted and licensed software directly from the Internet to VBA computers without written permission of the copyright holder and the specific approval of their facility ISO.



	d.
Appropriate security controls must be in place and routinely monitored at sites where Internet-LAN physical connections are in use.  One crucially important security control that must be exercised is the regular backup of system files.



	e.
Whenever sensitive VBA information is to be sent over the Internet or any other public data communications network, it must first be encrypted with an approved encryption software package.  



	5.08.01  Personnel Security



	a.
Individuals who are authorized to bypass significant technical and operational security controls of VBA general support systems will undergo a screen/background investigation commensurate with the risk and magnitude of harm that could be caused.  Individuals must be screened before being authorized to bypass controls and periodically thereafter.



	b.
Individuals who are authorized to access an application must undergo a screen/background investigation commensurate with the risk and magnitude of harm that could be caused.  Individuals must be screened before being authorized to access such applications and periodically thereafter.




	5.09.01  Contingency Planning



	a.
VBA facilities will prepare contingency plans for their general support systems to prevent the loss of information, minimize service interruption, and provide reasonable continuity of critical services for meeting the minimal needs of users when unexpected and undesirable events, such as natural and technological disasters, occur that prevent normal operations.



	b.
Facility contingency plans must be fully documented, tested periodically and updated as appropriate.  BDCs, SDCs and SSCs will annually test their contingency plans and certify them as accurate and current.  Non-SSC Regional Offices must test and certify their contingency plans at least once every three years.  



	c.
Contingency plans for major applications will be documented, operationally tested periodically, updated as appropriate, and certified as accurate and current.  The contingency plan for a major application must be consistent with the contingency plans maintained by the facilities at which the application is processed.



	d.
The contingency plan for each major application will be tested at a time interval appropriate to the associated risk of harm or loss that could be experienced if that application was not available for use.  A major application's contingency plan will be tested and certified at least once every three years. 



	e.
The status of contingency plans (development, testing, and updating) shall be reported to the VBA ISO.

.

	5.10.01  Applications Security



	a.
Program sponsors (Service Directors for most VBA wide applications and Regional Office Directors for local applications) will ensure that each of their major applications has an assigned Applications Security Officer (ASO) as well as a Security Plan that meets the requirements outlined in OMB Circular A-130, Appendix III.



	b.
The authorizing official (the program sponsor and generally a Service Director) responsible for the primary function supported by a major application must authorize, in writing, the use of that application.  Authorization is the application's security accreditation and is the authorizing official's acceptance of the risk of operating the application.



	c.
The authorizing official must reauthorize major applications at least once every three years.  The authorizing official should reauthorize major applications more often if risk and magnitude of harm are high.



	d.
Each major application will undergo an independent review or audit of security controls at least once every three years.



	1)
Due to the higher risk involved with major applications the review shall be independent of the manager responsible for the application (generally a Service Director).

2)
Such reviews should verify the responsibility for the security of the application has been assigned, that a viable security plan for the application is in place, and that a manager has authorized the processing of the application.

3)
In accordance with OMB Circulars A-130 and A-123, and the Federal Manager's Financial Integrity Act a deficiency [such as 1) no assignment of security responsibility, 2) no security plan, and 3) no authorization (accreditation) to process information in a system] should be reported as a material weakness.



	5.10.02  Applications Development/Implementation Controls



	a.
Each major application will be developed and implemented in accordance with VBA Information Security policy throughout the application's life cycle.



	b.
Each major application, at a minimum, will be designed, installed and maintained in compliance with the VBA Protective Measure Baseline for the application's Sensitivity/Criticality Level (1,2,3,4).



	c.
A major application should be developed and maintained in accordance with in accordance with a CIO-approved methodology such as:  Systems Development Life Cycle (SDLC), System Development Guidelines (SDG), or Rapid Applications Development (RAD).  Security implementation will be considered throughout the selected development methodology.



	d.
Program segments or modules produced by the programmer will be reviewed by one or more peers to verify that the segment  or module does not contain any security errors and that it satisfies all design specifications, is efficient, and is easily maintained. 



	e.
Applications development projects shall utilize automated library software to catalog and control access to all versions of program modules as they are being developed.  The library must permit only authorized persons to program modules, record all accesses (especially modifications) to program modules, associate control data, such as record and byte counts, with program modules to facilitate detection of changes, and enable comparison of current versions of modules with previous versions to identify code that was changed. 



	f.
Security-related modules or sections of code must be clearly identified and completely documented.  By security-related code is meant:  code that implements security controls, code that performs critical processing (e.g., check disbursement, claim adjudication authorization); and code that has access to critical or sensitive data during its execution.



	g.
Decentralized or locally-developed major applications must comply with the programming practices specified in this Directive.



	h.
Critical computations must be checked by redundant processing to verify the correctness of the result.  Similarly, financial transactions over specified limits (to be determined by the application sponsor) are required to have special administrative quality control reviews (e.g., C&P payments over $5,000.00). 



	5.11.01  Security Awareness and Training



	a.
All persons with access to VBA systems must understand and will be trained to fulfill their security responsibilities.



	b.
Users of VBA computer systems will complete training appropriate to their level of responsibility for security assigned to them.  Continued access to VBA computer systems will be contingent on following the rules of those systems.



	c.
New users, including new employees, contractors, members of the public and veterans service organization personnel must complete training before receiving access to VBA systems.



	d.
Anyone using VBA IT equipment will receive, as a minimum, annual refresher training.  A record of this training shall be placed in the employee's personnel file.




	3.  RESPONSIBILITIES



	a.  VBA Chief Information Officer (CIO).  The CIO is the Director of the Office of Information Management.  The CIO will:


	1)
Develop and maintain an effective VBA Information Security Program that defines controls for providing cost-effective protection of VBA automated information systems and telecommunications resources from unauthorized access, disclosure, modification, destruction or misuse. (5.01)



	2)
Coordinate the VBA Information Security Program, providing specific guidance (Directives and Handbooks) and related support to all VBA Central Office and to all field facilities.  Ensure that policies and procedures are periodically updated. (5.01)



	3)
In accordance with the delegation from the Under Secretary for Benefits, appoint a VBA Information Security Officer (ISO) and alternate to coordinate program requirements with the appropriate VA and VBA officials and perform program administration. (5.01)



	4)
Ensure that VBA management officials perform risk analyses and prepare security plans for projects involving development of new systems, acquisition of equipment or services, and preparation of Requests for Proposals (RFPs) and other procurement documents that must specify Information Security requirements, activities and related deliverables. (5.01)



	5)
Plan and budget for sufficient resources for VBA to implement the VBA ISP and to ensure compliance with Federal and VA information security requirements.  In the event of fiscal restraints that prevent sufficient funding for information security, ensure a continuity of the program by internal reassignment of resources. (5.01)



	6)
Ensure that personnel within VBA attend Information security orientation and functional training, in accordance with Department policy and OPM regulation, at least once each year. (5.11)


	7)
Ensure that security plans are prepared for major applications (5.10) and general support systems (5.05) as required by the Computer Security Act of 1987 and OMB Circular No. A-130.



	8)
Ensure that contingency plans for general support systems and major applications are developed, tested, and periodically certified as accurate and current. (5.09)



	9)
Ensure that the ISO reports major violations of AIS security policies, procedures, and practices to the VA IRSO. (5.01)


	10)
Ensure that security reviews (audits) are performed for general support systems (5.05) and for major applications (5.10) in accordance with OMB Circular No. A-130.



	11)
Approve/disapprove all requests for waivers on compliance with VBA ISP policies.  (5.01)


	

	b.  Directors of VBA Services.  Each Service Director will:


	1)
Appoint an Application Security Officer (ASO) for each of the Service's major applications. (5.01)



	2)
Ensure that individuals who are authorized to access a major application undergo a screen/background investigation commensurate with the risk and magnitude of harm that could be caused.  Individuals must be screened before being authorized to access such applications and periodically thereafter. (5.08)



	3)
Ensure that contingency plans for major applications are documented, tested and updated.  Contingency plans for major applications will be consistent with contingency plans maintained by the facilities at which those applications are processed. (5.09)



	4)
Designate testing of each major application's contingency plan at time intervals appropriate to the associated risk of harm or loss that could be experienced if that application was not available for use. (5.09)



	5)
Ensure that each assigned major application has a Security Plan that meets the requirements outlined in OMB Circular A-130, Appendix III. (5.10)



	6)
Authorize, in writing, the use of each assigned major application by confirming that its security plan adequately secures the application.  Authorization is also referred to as accreditation. (5.10)



	7)
Reauthorize major applications at least once every three years.  Reauthorize major applications more often if risk and magnitude of harm are high. (5.10)



	8)
Identify and report security control deficiencies in accordance with OMB Circulars A-130 and A-123, and the Federal Manager's Financial Integrity Act. (5.10)



	9)
Ensure that each major application is developed and implemented in accordance with VBA Information Security policy throughout the application's life cycle. (5.10.02)



	10)
Ensure that employees follow Federal, VA, and VBA Information Security policies and procedures. (5.01)



	

	c.  Directors of VBA Field Facilities (including Area Offices, Regional Offices and Benefits Delivery Centers).  Facility Directors will:


	1)
 Be responsible for Information Security for their respective sites. (5.01)



	2)
 Appoint facility Information Security Officers and alternate to assist them in developing and maintaining a facility Information Security Program. (5.01)



	3)
Be responsible for the physical security of information technology resources at their respective sites. (5.02)



	4)
Implement and maintain appropriate environmental security safeguards to assure the continued availability, protection and unimpeded operation of that facility's information technology equipment. (5.03)



	5)
Ensure that any new construction or modification of existing structures meets applicable Federal, Departmental and VBA environmental standards, including those published in VBA IRM Handbooks. (5.03)



	6)
Establish, maintain and enforce comprehensive data security protection at their facilities. (5.04)



	7)
Through their facility Information Security Officers, be responsible for the security of their facilities' general support systems. (5.05)



	8)
Be the authorizing authorities for the use of their facilities' general support systems on the basis of implementation of each system's security plan. (5.05)



	9)
Restrict remote access to each facility's LAN to only authorized VA employees or authorized non-VA organizations/individuals representing veterans in claims-related matters. (5.07)



	10)
Ensure that their employees follow VBA IRM Internet Protocol (IP) addressing procedures when they add, remove, or relocate equipment on their facilities' LANs. (5.07)



	11)
Authorize, at their discretion, VBA employees to access the Internet from VBA systems at their facilities. (5.07.03)



	12)
Be responsible for controlling physical connections to the Internet. (5.07.03)



	13)
Ensure that local Internet security controls are documented in his or her facility's security plan for its general support systems. (5.07.03)



	14)
Ensure that individuals who are authorized to bypass significant technical and operational security controls of their facilities' general support systems undergo a screen/background investigation commensurate with the risk and magnitude of harm that could be caused.  Individuals must be screened before being authorized to bypass controls and periodically thereafter. (5.08)



	15)
Ensure that each facility's contingency plan is documented, tested, and updated as required. (5.09)



	16)
Decide when a disaster requires the execution of the facility's contingency plan. (5.09)



	17)
Ensure that each facility sponsored major application has an assigned Applications Security Officer (ASO) as well as a Security Plan that meets the requirements outlined in OMB Circular A-130, Appendix III. (5.10)



	18)
Authorize, in writing, the use of each facility sponsored major application by confirming that its security plan adequately secures the application. (5.10)



	19)
Reauthorize facility sponsored major applications at least once every three years.  Reauthorize major applications more often if risk and magnitude of harm are high. (5.10)



	20)
Identify and report general support system and facility-sponsored major application deficiencies in accordance with OMB Circulars A-130 and A-123, and the Federal Manager's Financial Integrity Act. (5.10)



	21)
Ensure that each facility sponsored major application is developed and implemented in accordance with VBA Information Security policy throughout the application's life cycle. (5.10.02)



	22)
Ensure that employees follow Federal, VA, and VBA Information Security policies and procedures. (5.01)



	23)
Ensure that appropriate user personnel are educated and trained regarding Federal, VA, and VBA directives pertaining to the custody and release of veterans files, employee files, and other individually identifiable automated information. (5.04)



	24)
Ensure that access to, or disclosure of veterans files, employee files, and other individually identifiable automated information is limited to those personnel who have an official need for such information. (5.04)



	25)
Promptly report to the appropriate security authority all indications of unauthorized attempts to gain access to an information processing site, general support system, or major application. (5.01)



	

	d.  Director, Office of Information Systems.  The Director, Office of Information Systems (20S3) will:


	1)
Appoint a Central Office ISO who will work with the Service and Staff directors located in Central Office to ensure that Central Office's physical security safeguards are in place and that Information Security policy and procedures are appropriately implemented in Central Office for VBA.  This includes the development of the Security Plan for the VACO VBA general support system. (5.02)



	2)
Assist Service and Staff directors located in Central Office in implementing and maintaining appropriate environmental security safeguards for their organizations. (5.03)



	3)
Ensure that any new construction or modification of existing structures within VBA Central Office meets applicable Federal, Departmental and VBA environmental standards, including those published in VBA IRM Handbooks. (5.03)



	4)
Ensure that the Office of Information Systems (20S3) designs, procures, installs and maintains VBA general support systems that satisfy the protection requirements of the applications that will be processed on those systems. (5.05)



	5)
Work with VBA's Telecommunications Staff (20S4) to ensure that appropriate safeguards are in place to assure the confidentiality, integrity and uninterrupted availability of information transmitted over the VBA Wide Area Network (WAN) communications system. (5.06)



	6)
Ensure that appropriate safeguards are in place to assure the confidentiality, integrity and uninterrupted availability of information processed by and transferred over VBA Local Area Networks (LANs). (5.07)



	7)
Be the authorizing authority for the use of network traffic monitors/recorders and routers on VBA networks. (5.07)



	8)
Be the "assigned management official" (per OMB Circular A-130) responsible for authorizing the use of the VBA VACO general support system. (5.05)



	9)
Ensure that the Office of Information Systems (20S3) appropriately addresses security in the system development life cycle for new applications as well as redesign or major modification of existing applications. (5.10)



	10)
Designate and maintain sensitive levels and appropriate screening (background investigations) of Office of Information Systems (20S3) personnel. (5.08)



	

	e.  Director, Telecommunications Staff (20S4).  The Director of the Telecommunications Staff will:


	1)
Work with the Office of Information Systems (20S3) to ensure that appropriate safeguards are in place to assure the confidentiality, integrity and uninterrupted availability of information transmitted over the VBA Wide Area Network (WAN) communications system. (5.06)



	

	f.  VBA Information Security Officer (ISO).  The VBA ISO will:


	1)
Develop the VBA Information Security Program (ISP) Plan. (5.01)



	2)
Develop the policies and procedures for VBA's ISP. (5.01)



	3)
Provide assistance to VACO and regional offices in conducting their local ISPs. (5.01)



	4)
Report major violations of Information Security policies, procedures, and practices to the VA Information Resources Security Officer (IRSO).  Maintain a central file of VBA's security incidence reports and a database for generating statistical reports including an annual report on VBA security incidents to the VA IRSO. (5.01)



	5)
Coordinate investigations of any major information security incidents/violations and provides appropriate reports to VA and VBA's management. (5.01)



	6)
Conduct reviews and provide comments on security plans for general support systems and major applications. (5.05 and 5.10)



	7)
Develop plans for meeting the A-130 requirement for independent security audits and reviews throughout VBA.  (5.01)



	8)
Coordinate the maintenance and use of the VBA Computer Security Training System.  (5.11)



	9)
Monitor field and Central Office compliance with the ISP requirements for personnel security and advise the CIO on all ISP personnel security issues. (5.08)



	10)
Review and make recommendations to the CIO on all requests for waivers on compliance with the ISP policy.  Also maintain records of all requests for waivers.  (5.01)



	11)
Maintain a database for tracking compliance regarding VBA's computer security training.  Develop reports to VA and VBA management regarding VBA's computer security training.  (5.11)



	12)
Evaluate new technologies or techniques regarding security for potential inclusion in VBA ADP systems. (5.01)



	13)
  Maintain the VBA Contingency Planning database. (5.09)



	

	g.  Facility Information Security Officers (ISO).  Each facility ISO will:


	1)
At the direction of the facility director, ensure that physical security safeguards are in place for that facility. (5.02)



	2)
Prepare the facility's general support systems security plan. (5.05)



	3)
Ensure that all facility personnel receive the appropriate security training and prepare the required training statistical reports. (5.11)



	4)
Prepare information security incident reports and provide those reports to the appropriate VBA managers. (5.01)



	5)
Document, update, and coordinate testing of the facility's general support systems contingency plan. (5.09)



	6)
Train appropriate personnel on computer room physical and environmental security policy and procedures. (5.02 and 5.03)



	7)
Ensure that media containing sensitive information is properly labeled, inventoried, stored, secured, and disposed. (5.04)



	8)
Ensure that sensitive information and mission critical software are appropriately backed up and that appropriate backup files are stored off site. (5.04) 



	9)
Ensure that equipment and/or media containing sensitive information are appropriately degaussed or destroyed before disposal of the equipment and/or media. (5.04)



	10)
Ensure that user accounts and access to applications and application functions are appropriately controlled. (5.04)



	11)
Ensure that appropriate password control policy and procedures are in place and enforced. (5.04)



	12)
Perform appropriate reviews of general support system audit reports and application audit reports and take appropriate action on obvious and suspected security violations. (5.01)



	13)
Ensure that the Facility Director appoints an application security officer for any locally developed application.  (5.10)



	14)
Ensure that access from the VBA LANs at the facility to external, non-VBA networks is tightly controlled. (5.07)



	15)
At sites where Internet-LAN physical connections are in use, ensure that appropriate security controls are in place and routinely monitored.  One crucially important security control that must be exercised is the regular backup of system files. (5.07.03)



	

	h.  Application Security Officers (ASO).  The ASO for each major application will:


	1)
Be the point of contact, and take appropriate actions, for all security incidents concerning the application. (5.10)



	2)
Ensure that assigned major applications are designed, installed and maintained in compliance with the VBA Baseline Security Requirements for the appropriate Sensitivity/Criticality Level (1,2,3,4). (5.10.02)



	3)
Ensure that effective security products and techniques are appropriately used in the assigned major applications.  (5.10.02)



	4)
Develop application security plans that meet the requirements specified in OMB Circular No. A-130 and VA policy.  Plan for the adequate security of each major application, taking into account the security of all systems in which the application will operate.  Application security plans will be consistent with the guidance issued by the National Institute of Standards and Technology (NIST). (5.10.01)



	5)
Solicit advice and comment on each plan from the official responsible for security in the primary system in which the application will operate prior to the plan's implementation. (5.10.01)


	6)
Provide a summary of each security plan to the VBA Information Security Officer to be incorporated into the strategic IRM plan required by the Paperwork Reduction Act.  Provide original and revised plans to the ISO. (5.10.01)


	7)
Develop, implement, coordinate, and review security policy and procedures to protect the integrity, confidentiality, and availability of assigned major applications. (5.10.01)


	8)
Establish a set of user rules concerning use of and behavior within each application.  These rules:

a)
Shall be as stringent as necessary to provide adequate security for the application and the information in it.

b)
Shall clearly delineate responsibilities and expected behavior of all individuals with access to the application.

c)
Shall clearly describe the consequences of behavior not consistent with the rules. (5.10.01)



	9)
Before allowing individuals access to an application, ensure through the facility Information Security Officer that all individuals receive specialized training focused on their responsibilities and the application rules.

a)
This may be in addition to the training required for access to a system.

b)
Such training may vary from a notification at the time of access (e.g., for members of the public using an information retrieval application), to formal training (e.g., for an employee that works with a high-risk application).

c)
The ASO may provide training to facility Information Security Officers who in-turn train facility end users of an application. ( (5.10.01 and 5.11)


	10)
Incorporate controls such as separation of duties, least privilege, and individual accountability into the application and application rules as appropriate.

a)
In cases where such controls cannot adequately protect the application or information in it, the ASO shall develop policy for screening individuals commensurate with the risk and magnitude of the harm they could cause.

b)
Screening shall be done prior to the individuals' being authorized to access the. application and periodically thereafter.  (5.10 and 5.08)


	11)
Establish and periodically test the capability to perform the agency function supported by the application in the event of failure of its automated support.  Develop, document, test and maintain contingency plans for all assigned major applications. (5.09)


	12)
Ensure that appropriate security technical controls are specified, designed into, tested, and accepted in the application in accordance with appropriate guidance issued by NIST.

a)
Actively participate in application development projects.

b)
Perform risk assessments, identify security requirements, develop security specifications and design, prepare Security Test and Evaluation Plans, coordinate security testing, and perform test evaluations. (5.10)


	13)
Ensure that information shared from the application is protected appropriately, comparable to the protection provided when information is within the application.  (5.04)


	14)
Ensure, for an application that promotes or permits public access, that additional security controls are added to protect the integrity of the application and the confidence the public has in the application.  Such controls shall include segregating information made directly accessible to the public from official agency records.  (5.04)


	15)
Coordinate an independent review or audit of the security controls in each major application at least every three years.

a)
Reviews should verify that responsibility for the security of the application has been assigned, that a viable security plan for the application is in place, and that a manager has authorized the processing of the application.

b)
Identify a deficiency pursuant to OMB Circular A-123, “Management Accountability and Control” and the Federal Managers’ Financial Integrity Act if there is no assignment of responsibility for security, no security plan, or no authorization to process for the application.  (5.10.01)


	16)
Ensure that a management official authorizes, in writing, the use of the application by confirming that its security plan as implemented adequately secures the application.


	a)
Results of the most recent review or audit of controls shall be a factor in management authorizations.



	b)
The application must be authorized prior to operating and re-authorized at least every three years thereafter.



	c)
Management authorization implies accepting the risk of each system used by the application.  (5.10.01)



	17)
Ensure that the requirements for an application's internal controls as specified in VA Directive 4910, ADP Financial and Interfacing Systems Integrity are incorporated into the applications functional requirements, design, and code. (5.10)


	18)
Certify that the security requirements of applications and data files are being met or will be met. (5.04)


	19)
Document individual security requirements or Risk Assessments recommendations that cannot be met. (5.10.01)


	20)
Periodically verify, through the facility Information Security Officers, that all users of applications systems/data files are authorized and are using the required security safeguards. (5.10.01)


	21)
Ensure that applications and data files are only run at facilities that are certified at a level of security equal to or higher than the security level designated for their application/data files. (5.10.01)


	22)
Provide copies of application security plans and audit reports for all assigned major applications to the VBA ISO. (5.10.01)


	23)
Ensure that Contracting Officers enforce the sensitivity and criticality requirements designated in contracts that require access to application files or that require the use of sensitive data.  (5.01)


	24)
Participate in VBA-wide security initiatives and activities. (5.01)


	25)
Ensure that managers of organizations using the ASO's assigned major applications are kept apprised of and held accountable for applications security control requirements that fall under their organizations.  (5.10.01)


	26)
Coordinate with the VACO ISO (Note:  This individual is in 20S3—This is not the VBA ISO.) on the Service's responsibilities regarding the VBA Information Security Program relative to VACO operations.  (5.01)


	27)
Prepare and submit request for waiver through the Service Director and through the VBA ISO to the CIO for applications security requirements that cannot be met.  (5.10.01)


	28)
Certify applications if all certification requirements are met.  (5.10.01)


	29)
Prepare Accreditation Statements for approval by the Service Director.  (5.10.01)

	

	i.  All VBA managers.  All VBA managers will:


	1)
Ensure that their employees and contractor personnel protect VBA data at a level appropriate to the risk and degree of harm that would result from the loss, misuse, unauthorized access to, or modification of that data. (5.04)



	2)
Ensure that anyone using VBA IT equipment assigned to them has received appropriate security training and that the time and type of training has been documented in each individual's personnel records. (5.11)



	3)
Ensure that new users, including new employees, contractors, members of the public and veterans service organization personnel complete training before receiving access to VBA systems. (5.11)



	4)
Ensure that anyone using VBA IT equipment receives, as a minimum, annual refresher training. (5.11)



	

	j.  All VBA employees and contractor personnel.  All VBA employees and contractor personnel working with VBA information systems:


	1)
Will ensure that information technology resources are physically secured by following VBA IRM handbook procedures to prevent unauthorized disclosure of information as well as destruction or unauthorized modification of VBA information technology resources. (5.02)



	2)
Will safeguard sensitive data by following VBA IRM handbook procedures to label, back up, disseminate, and secure media containing sensitive data. (5.04)



	3)
Will be alert to the presence of sensitive data, enhancing that awareness by maintaining clutter-free work areas and clearing personal desks when departing the work area. (5.04)



	4)
Will, upon suspicion that WAN or LAN security has been violated, immediately contact the facility Information Security Officer (ISO). (5.06/5.07))



	5)
Will not establish electronic bulletin boards, local area networks, modem connections to local area networks, or multi-user systems for communicating information without the specific approval of the Director, Office of Information Systems (20S3). (5.07.02)



	6)
Will not leave a computer connected to external carriers via a dial-up modem (such as a fax modem that detects and answers incoming calls automatically) powered on during non-business hours unless that computer is protected by an access control system approved by the Director, Office of Information Systems (20S3). (5.07.02)



	7)
Will not download copyrighted and licensed software from the Internet to VBA computers without the express written consent of the copyright holder and the specific approval of the facility ISO.  (5.07.03)



	8)
Will be accountable and responsible for their actions.  Individual users will not break into other users' accounts or bypass security controls.  (5.07.03)



	9)
Will complete training appropriate to their level of responsibility for security. (5.11)



	

	4.  REFERENCES



	a.
VBA IRM Directives and Handbooks:

Directive No. 4.05.01, Telecommunications Systems Management

Any VBA IRM Directive in the 5.00 classification.

Handbooks, located in M20-4, Part II,  with classification numbers:

5.01.01.HB# (Information Security Program)

5.02.01.HB# (Physical Security)

5.03.01.HB# (Environmental Security)

5.04.01.HB# (Data Security)

5.05.01.HB# (General Support Systems Security)

5.06.01.HB# (Communications Security)

5.07.01.HB# (Network Security)

5.07.02.HB# (Network Security—External Connections)

5.07.03.HB#
5.08.01.HB# (Personnel Security)

5.09.01.HB# (Contingency Planning)

5.10.01.HB# (Applications Security)

5.10.02.HB# (Applications Development/Implementation Controls)

5.11.01.HB# (Security Awareness and Training)



	b.
Department of Veterans Affairs:

Directive 6210 and Handbook 6210, "AIS Security"

Directive 0710, "Security Designations and Investigations."

Office of Financial Management Information Security Guide (July 1992).



	c.
 Office of Management and Budget:

Circular 90-08

Circular A-123

Circular A-127

Circular A-130


	d.
Federal Laws, Regulations and Guidance:

Privacy Act of 1974 (Public Law 93-579)

Federal Managers Financial Integrity Act of 1982
Computer Security Act of 1987 (Public Law 100-235)

Federal Personnel Manual, Chapters 731 and 736

Federal Personnel Manual Bulletin No. 410-131 (January 1, 1992).

Standard Practice, Fire Protection of Essential Electronic Equipment Opns., RP-1

GSA Handbook ADM P 9732.1B, "Personnel Security"

FIPS PUB 87, Guidelines for ADP Contingency Planning

An Introduction to Computer Security: The NIST Handbook

	

	5.  DEFINITIONS:  See Glossary at Appendix



	

	6.  PROPONENT ORGANIZATION.  Any questions regarding this directive and its procedural handbooks should be directed to the VBA Information Security Officer (20S1).



	7.  NOTICE:  Place this directive in Part I of M20-4, behind Tab 5.0, Information Security Management.


	8.  IMPLEMENTATION DATE:  Immediately upon receipt.




By Direction of the Under Secretary for Benefits

ORIGINAL SIGNED
Newell E. Quinton

Chief Information Officer

Appendix

GLOSSARY OF INFORMATION SECURITY TERMS

Access Control  Process of limiting access to system resources only to authorized users, processes, programs, or other systems (in network).

Access Control List (ACL)  List of users, processes, programs assigned to a specific access category.

Access Privilege  An operation for which access right is granted (i.e., read, write, create, modify, and delete).

Accountability  Property that enables system actions/events to be traced back to individuals who would be held responsible.

Accreditation  A term traditionally used to refer to management authorization to operate an application or a general support system in a particular security mode based on a formal declaration of the Designated Approving Authority (This is usually a Service Director, in the case of VBA wide applications or a Facility Director, in the case of local applications and general support systems).  OMB Circular A-130, Appendix III requires the authorization of major applications and general support systems.

Application(s)  Any computer software used or developed to automate the everyday workings of the VBA.

Application Security Officer (ASO)  A person responsible to ensure the implementation of security requirements in their assigned major applications and the continued protection of the application throughout its lifecycle, and is responsible for the periodic recertification of assigned applications.  Fulfills the A-130 requirement to assign the responsibility for security for a major application. 

Assurance  A measure of confidence that AIS security architecture and features correctly enforce the security policy.

Audit Trail  A chronological record of system activities.

Authentication  Verification of a user, device, or entity in an AIS prior to allowing access to system resources.

Authorization  Granting of access rights to users, processes, programs by responsible administrator.
Automated Information System (AIS)  A combination of hardware, software or firmware configured to gather, create, communicate, compute, disseminate, process, store information.
AIS Security  Measures to protect the AIS from unauthorized disclosure, modification, destruction, or denial of service.
Availability  The state when AIS resources are in the place needed by the user at the time user needs them and in the form user requires.

Baseline Security Controls  That set of standards established to implement the Security Baseline.    See also the definition for VBA Protective Measure Baseline.
Backup  A copy of data and/or applications contained in the AIS stored on the magnetic media outside of AIS to be used in the event AIS data are lost.

Benefits Delivery Center    Two centers located at Hines, Illinois, and Philadelphia, Pennsylvania.  These centers store the multiple central computers that contain the master records for the benefits delivery system.

Category of Information  A grouping of information based upon a common attribute of sensitivity.

Certification  A comprehensive evaluation of security features of an AIS to assure compliance with security requirements/specifications and used in support of the accreditation process.

Communications Security  Measures to protect confidentiality, integrity and availability of information while being transmitted on a telecommunications system.

Confidentiality  An aspect of security that deals with the restriction of information to those who are authorized to use it.

Configuration Control  Process of controlling and recording modifications to hardware, software, firmware, and documentation to assure no unauthorized modifications are implemented.

Configuration Management  Management of security features and assurances through control of changes made to the AIS components throughout the SDLC.

Contingency Plan  A plan for emergency response, backup operations, and post-disaster recovery  to ensure the availability of critical resources and continuity of operation in an emergency situation. Synonymous with Disaster Plan.

Controlled Access Protection  Access control through log-in procedures, audit of security relevant events, and resource isolation.

Criticality  Any information or applications that are so important to the organization that little or no loss of availability is acceptable.  Critical to the day-to-day workings of the organization.

Data Integrity  The state that exists when the computerized data is the same as the source documents and has not been exposed to accidental or malicious alteration or destruction.

Degauss    To demagnetize a tape or other magnetic storage media leaving little or no magnetically stored information.
Denial of Service  Any action that prevents any part of AIS from functioning in accordance with its intended purpose.

Destruction  The deliberate destruction of information to avoid disclosure to unauthorized personnel.

Developers  Personnel assigned the task of creating software and documentation for the VBA.

Director, Benefits Delivery Center (BDC)  That person responsible for managing a Benefits Deliver Center (BDC).

Chief Information Officer (20S)  That person responsible for information systems within the Veterans Benefits Administration. Department of Veterans Affairs, and is the responsible manager for the Office of Information Management.

Director, Regional Office (RO)  That person responsible for the management of a VBA Regional Office.

Disaster Plan  A plan for emergency response, backup operations, and post-disaster recovery  to ensure the availability of critical resources and continuity of operation in an emergency situation.  Synonymous with Contingency Plan.

Discretionary Access Control (DAC)  A means of restricting access to AIS information

(Object) based on the identity and need to know of the user, process and/or group they belong to.

End to End Encryption  Protection of information transmitted over communications lines by cryptographic means from point of origin to point of destination.

Facility  The VA Central Office or any VBA Regional Office (RO), Sector Service Center (SSC), System Development Center (SDC), Benefit Delivery Center (BDC), or other facility housing VBA AIS.

Facility Director  The person responsible for the operation of VBA part of Facility in which the VBA AIS is located in. This includes VBA Regional Offices (ROs); Sector Service Centers (SSC), if not co-located with RO; System Development Centers (SDCs); VA Central Office; and Benefit Delivery  Centers (BDCs) or any other facility housing VBA AIS.

Hard Copy  Information that is printed on paper, slides, microfilm.  Not involving storage on magnetic media.

Identification  The process that enables recognition of a user or process by a system.

Individual Accountability  The ability to associate positively the identity of a user with an operation performed.

Information Security  The protection of information assets from accidental or intentional but unauthorized disclosure, modification, or destruction, or the inability to process that information.

Information Security Officer (ISO)  The person responsible for implementing and administering security policies for the AIS and/or facility, i.e., BDC or RO, for which the person is responsible.

Labeling   To mark as mission critical or sensitive in specific locations as to announce that only specified personnel may access the data.

Least Privilege  The principle that requires that each user/process be granted the most restrictive set of privileges needed for the performance of their authorized tasks.

Local Area Network (LAN)  A collection of computing and communications devices connected via a common transmission media and deployed in a small geographic area such as an office, building, or campus to communicate with each other.

Magnetic Media  Any data storage medium and related technology including diskettes and tapes, in which different patterns of magnetization are used to represent the values of stored bits or bytes.

Major Application  An application that is a critical business or mission resource.  Major applications require special management attention because of the organization's reliance on them.  Major applications usually support a single agency function and are supported by one or more general support systems.

Mission Critical Information  Information on which the success of an organization depends.

Multi-Media  A combination of multiple forms of media in the communication of information. Multimedia enables communication using integrated media; audio, video, text, graphics, fax, and telephone.

Network  A network is a connection of computers, terminals, printers, modems, and other computer-related equipment.

Object Reuse  The reassignment and reuse of a storage medium that once contained one or more objects.

Optical Storage Media  Optical storage media uses a source of coherent light—usually a semiconductor laser—to read and write the data, usually to an optical disk.

Password  A protected, private character string used to authenticate an identity.

Personnel Security  The procedures to ensure that all personnel with access to sensitive information have the required authority and clearances.

Physical Security  The application of physical barriers and control procedures as preventive measures against threats to AIS resources and information.

Privileges  A set of authorizations/permissions granted by an authorized officer to an AIS user to perform certain operations.

Regional Office  Any of the VBA Regional centers, responsible for benefits delivery for a region of the Continental United States, Alaska, Hawaii, Puerto Rico, the Philippines, and the U.S. Virgin Islands.

Reliability  The quality of producing the same results each time the same procedure is used, usually implying dependable equipment and bug-free processing routines.

Remanence  The information retained on a magnetic medium, e.g., floppy disk or hard disk, when the medium has been removed from the device, e.g., work station, where the information may be erased.

Remote Access  Sending and receiving data to and from a computer or controlling a computer with terminals or PCs connected through communications, i.e., phone, links.

Risk  The probability that a particular threat will exploit a particular vulnerability of the AIS.

Risk Analysis  Process of identifying security risks, determining their impact and identifying areas needing safeguards. Synonymous with Risk Assessment.

Risk Assessment  Process of identifying security risks, determining their impact and identifying areas needing safeguards. Synonymous with Risk Analysis.

Risk Management  The process of identifying, controlling and minimizing risk events that may impact system resources. It includes risk analysis, cost benefit analysis, selection, implementation, test and evaluation of safeguards, and overall security review.

Safeguards  An implementation of technology or techniques to protect confidentiality, integrity, and availability.

Sector Service Center  Any of the Centers supporting the Regional offices within an associated sector area.

Secure Area  A designated area that has the necessary physical access controls to prevent unauthorized personnel from accessing the AIS.

Security Policy  The set of laws, rules and practices that regulates, manages, protects and communicates sensitive information.

Security Baseline  A description of minimum requirements necessary for a system to maintain an acceptable level of security.  See also the definition for VBA Protective Measure Baseline.
Sensitive Information  Any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the conduct of business or the privacy to which individuals are entitled under section 552a of Title 5, United States Code (Privacy Act).

Software Object Reuse  The ability to create a software module  in a generic fashion that enables this module to be incorporated into other software which also incorporate the tasks performed by this module.

System Administrator  That person responsible for the installation, operation, maintenance, and performance of a Local Area Network (LAN) or a Wide Area Network (WAN).

System Development Center (SDC) Three centers located at Hines, Illinois; Philadelphia, Pennsylvania; and, Austin, Texas.  These centers provide analysis, programming, testing, installation, and on-going maintenance support for the legacy automated information systems of the benefits delivery system.

System Development Life Cycle (SDLC)  The concept of a structured development process that defines the procedures to be followed in developing a computer-based system from its initial inception until it is placed in a production environment.

User  A person or process authorized to access and interact directly with a computer system.  For example, a user may be a VBA employee, a VBA contractor's employee, or a Veterans Service Organization (VSO) employee. 

Wide Area Network (WAN)  A collection of computing and communications devices, including local area networks, connected via a variety of transmission media, including telephone lines and other public networks, across a broad geographic area. 

VBA Protective Measure Baseline  A document that provides guidance to application sponsors, information owners and systems developers for implementing protective measures for general support systems and major applications that are appropriate for the level of information sensitivity/criticality processed, transferred or stored.  There are four levels of sensitivity/criticality:  1) Non-sensitive information, 2) Sensitive Information, 3) Highly Sensitive Information, and 4) Critically Sensitive Information.  The VBA Protective Measure Baseline is maintained by the VBA Information Security Officer.  It is available upon request.
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