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CHAPTER 7. LOGON PROCEDURES





7.01 PURPOSE





This chapter provides information on the creation and use of Logon Procedures.  A copy of the VS Procedure Reference manual can be obtained to supplement this section.





7.02		BACKGROUND





a.	When a user logs on with a valid User ID and password, the system checks the system user list for the name of a program to be run.  This is called a logon procedure since it is generally written in Procedure Language.  However, logon procedure may also be referred to as logon programs.





b.	The system does not require that a logon procedure be specified for each user.  However, when a user with no specified logon procedure logs on, the system automatically displays the Command Processor menu.  Therefore, by assigning a logon procedure to a user and by disabling the HELP key through the SECURITY utility, access to the Command Processor can be prevented.  It is noted that the HELP key cannot be disabled unless a logon procedure is assigned.  Please note that the same logon procedure can be shared (assigned to) multiple User IDs.





C.	All logon procedures should be stored on the system volume (SI) in the SYSPROC library.  If a user's logon procedure is stored on a volume that is not mounted when the user logs onto the system, the system will not be able to locate the logon procedure and an error condition will occur.





d.	All field stations should use the password program option of the System-Minder software.  In this way, all users will be routed through the Automated Password Updating system, which will provide them a 4-digit randomly selected password.  Each time a user enters the menu system, the system checks for the presence of a User ID file in Library ICSPSWRD on the volume SI.  If the User ID file is not present, the PASSWORD program is called.  The system will first warn the user that his/her current password has expired and that his/her new password is about to be displayed.  The system will then display a new 4-digit password.  The PASSWORD program then creates a new User ID file in ICSPSWRD which contains a single record with the date and time that the user's password was updated and updates the USERLIST file.  It is assigned the "#" FPC with the owner of record identical to the owner of record of the system userlist.





e.	The PASSWORD program will not permit a user to change his/her password when the User ID file is present.  The user is not able to delete the file unless he/she has Security Administrator privileges.





f.	It is required that the library ICSPSWRD be deleted every 6 months so that all user passwords will be updated.  To do this, delete the library ICSPSWRD on Volume SI.





g.	All existing logon procedures must be modified to include the following run statement: Run ICSMENU in ICSPROG on SI.  It is recommended that this statement become the first executable statement in the procedure.





7.03 WPLOGON





a.	A sample logon procedure, "WPLOGON," has been developed to take a user (one who has no need for the capabilities provided by the Command Processor menu or OFFICE) directly to WP (word processing).  In addition, the procedure sets usage constants, sets the WP default library and attaches a default glossary.  When the user terminates WP, the logon procedure automatically logs the user off the system.





b.	When "WPLOGON" is used, it essentially does three separate tasks: "Set Usage Constants"; "Attach Glossary"; and, "Set Workstation Defaults." Because the "Attach Glossary" and "Set Workstation Defaults" functions actually set constants in memory at the workstation, these constants will remain until they are changed by another logon procedure or by a User changing the defaults directly through one of the aforementioned tasks.  Consequently, if a user
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without a logon procedure uses a workstation that was last used by a person with a logon procedure, the first user's glossary and default creation library will still be active.





c.	"WPLOGON" should be edited through the EDITOR utility to create specific logon procedures tailored to the needs of a division or, when necessary, a specific user.  The entries in "WPLOGON" which must be modified are: "FILECLAS =", "PRINTER =", and "LIBRARY =".  When the system is first installed, in the majority of instances, the same logon may be used for all individuals within a division.  It is recommended that a logon procedure created for a division be named "WPLOGON" followed by the division's alphabetic naming convention, e.g., "WPLOGONA." A logon created for a specific user may be named User ID and LOGON, e.g., "A01LOGON."





d.	It is recommended that the logon procedure created for the CTA (Centralized Transcription Activity) be named "CTALOGON." The "LIBRARY =" entry in this logon procedure should be changed after all users have logged off the system.  This will change the default library for the next day, and is the easiest method of conforming to the staggered CTA library assignments shown in chapter 5.





e.	The sample logon procedure "WPLOGON" follows:





0100	PROC TO RUN AT LOGON. SETS USAGE CONSTANTS & DEFAULT WP LIBRARY.


0200	RUN ICSMENU in ICSPROG on Sl


0300	SET FILECLAS=A, PRINTMODE=A, PRINTER=004, LINES=055, PRTFCLAS=#


0400	RUN SETWP


0500	ENTER DEFAULT LIBRARY = "A",


0600	GLOSSARY = 0001�0700	RUN WP�0800	LOGOFF





7.04		OFFICE LOGON PROCEDURE





a. A prototype logon procedure,  "OFFLOGON,"  has  been  developed  for  users  who  will  access  Wang  OFFICE  when they log on.  "OFFLOGON" will take a user directly to the OFFICE Start Menu that has been assigned in the OFFICE Directory.  In addition, the procedure sets the WP default library and attaches a default glossary to the user's workstation when Word Processing is accessed from an OFFICE menu.  Default Usage Constants for OFFICE users are not set in this procedure since they are defined for each user in the OFFICE Directory Logon Defaults Screens (see par. 10.05). When the user exits OFFICE, the logon procedure automatically logs the user off the system.





b.	The sample "OFFLOGON" procedure presented in subparagraph c below will bring the user directly to the OFFICE Start Menu.  When the user accesses Word Processing from the OFFICE Start Menu, the Default WP Library will be set to "A" and glossary "0001" will automatically be attached to the user's workstation.  The sample procedure can be modified through the EDITOR utility to create specific logon procedures tailored to the needs of a division or, when necessary, a specific user.  The entries in "OFFLOGON" which must be modified are: "LIBRARY = " and "GLOSSARY = ". It is recommended that a naming convention for these procedures (such as OFFICEA for users who will be assigned to WP library "A" by the procedure) be established by the System Administrator.  OFFICE logon procedures should be stored in library SYSPROC on the system volume (SI or S2).





c.	The sample OFFICE logon procedure "OFFLOGON" follows:





0100		PROCEDURE OFFLOGON to RUN OFFICE and SET WP Defaults


0200		RUN ICSMENU on ICSPROG on Sl


0300		RUN SETWP


0400		ENTER DEFAULT LIBRARY = "A",


0500	GLOSSARY = 0001�0600	RUN OFFICE�0700	LOGOFF
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d.	Please note that the prototype office logon procedure described in this section should be assigned to User IDs with the Security utility only.  Assigning a procedure that includes the statement "RUN OFFICE' to the WANG OFFICE LOGON DEFAULTS 2 Directory Screen (see fig. 10-5) will result in a "User Exit" error since the system has been instructed to execute the program OFFICE from within the program OFFICE.
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