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CHAPTER 4. SYSTEM USER LIST





4.01      PURPOSE





This chapter provides the System Administrator/Operator with information necessary to set up the System User List.  The User List is generated and maintained through the SECURITY utility.  It provides the basis for system security.  The VS System Security Reference, Release 7 Series, chapter 2, supplements this section.





4.02		BACKGROUND





a.	The System User List is a data file that contains the User IDs, names, and access rights of all designated system users.  This file is named USERLIST, in library @ SYSTEM@ on the system volume (SI).





b.	The System User List should be placed in the System-defined File Protection Class "#" (Private File), with the System Administrator as owner of the file.  This will restrict file access to users with system security administrator privileges.





c.	When initially configured, the VS system has one defined user with System Security Administrator privileges, which is User ID "CSG." This ID should be used to log on to the system and to set up the User ID for the System Administrator.  Once the User ID has been set up for the System Administrator, a password should be assigned to the "CSG" User ID in accordance with paragraph 4.04b. Under no circumstances should "WANG," "LOWELL," or " be assigned as passwords to the CSG User ID.





d.	Because the SECURITY utility does not issue GETPARM screens, it cannot be included in a procedure.





4.03	SECURITY UTILITY





a.	The SECURITY utility is used  to  add,  delete,  or  modify  records  in  the  System  User  List.  When  the  SECURITY utility is run, the Main Security Screen, Figure 4-1 is displayed.  A description of each of these options is in chapter 2 of the VS System Security Reference, Release 7.





WANG VS SECURITY UTILITY Version 7.20.00	Main Menu *�              PRESS  the PF Key that Corresponds  to The Desired Action:	*�	*��        (1)     Maintain User                  (if blank,  first user  is assumed)	*�	*��        (2)     Add a New User	*�	*��        (4)     Manage Event  Logging��        (5)     Manage User Groups��        (9)     Maintain Program Special  Access Privileges  for�                Program                 in Library                   on Volume��        (12)    Maintain  Inter-System Access Privileges for�                System                 (If blank,  first  system is assumed)��        (15)    Print  List of Users


Figure 4-1.  Main Security Screen
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b.	The SECURITY utility is also used to manage event logging and to manage user groups.  For further information on event logging, refer to chapter 2, paragraph 2.15. User groups (access control list) are described in chapter 4, paragraph 4.04e(2).





4.04	 SYSTEM USER LIST RECORD COMPONENTS.  When PF1 or PF2 is selected from the Main Security Screen, the User Record Screen Figure 4-2 appears.  The User Record Components should be completed as outlined below.





	*******************************�*	   SECURITY		User Profile	*�*				*�*	   USERID NAME			*�*				*�*	   Security Administrator................	N		*�*	   Diagnostic Privileges.................	N		*�*				*�*	   File Access Privileges (by File Class)			*





*A   B  C  D  E  F  G  H   I  J	K   L  M   N   0  P  Q	R   S   T   U   V    W    X    Y  Z  *�*�*	Logon Procedure (Program)  is                        in      Library             on Volume                *





*	Remote System Name for Auto Remote Logon		*�*	Modifiable Data Area Size	1536	*


* Maximum Logons                                           1


*	Logon (alias)                                           ********		*�*	Maximum Subtask Quota	0	*�*	Help Processor Disabled	N	*�*	Operator Privileges	N	*


�*	(1) Return	(5) Next User   (9) Modify   (13)  Information	*�*	(2) First User	(8) Find User   (12) Delete (14) Change Passwd*�*	(4) WS Restricts	(16) Exit	*





********************************************************************** *


Figure  4-2.  User  Record   Screen





a.	USER.  The User ID is the foundation on which VS system security and many system management functions are built.  The following naming conventions will be used as standards for defining the three character User ID on all VBA (Veterans Benefits Administration) systems.





(1)	The first character, which must be alphabetic, should correspond to the alphabetic organizational designations.  The remainder of the ID should be a two-digit number, sequentially assigned, ranging from 00 to 99.





(2)	User IDs should be assigned to specific positions rather than individual employees.  This approach will simplify the administrative and security procedures necessary to accommodate employee turnover in various positions.  In addition, applications developed by VBA will sometimes use the User ID information.  As part of this system, the Key User will be assigned two User IDs.  The first ID will consist of the appropriate alphabetic prefix and a number corresponding to the employee's official position.  The second ID will consist of the appropriate alphabetic prefix and the number "99." The second ID will be used only for Key User tasks.





(3)	The following is an example of the required User ID naming conventions applied to an Adjudication Division:
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EXAMPLE: To illustrate how the User ID system might function, consider a situation in which the secretary has resigned.  The secretary was also the Key User.  A new employee is selected to fill the secretary position.  The new employee will be assigned the same User ID, "B02," and a new password will be assigned.  However, the new employee has little experience on the Wang VS System and it is decided that the clerk typist should be assigned as Key User for the division.  The password for the Key User, "B99," is changed and given to the clerk typist.





(4)	 VA Central Office must have three User IDs which will be used to monitor the OASIS (Office Automation System Integration Service) Network and provide assistance to VBA System Administrators.  The three User IDs that will reside on all VBA systems are: NWA, N01 and N02.  Each User ID will have a unique password at each field station.  These three User IDs will not have a logon procedure; they should go to the Command Processor.  Refer to chapter 10 for OFFICE access instructions.





(5)	 User ID "CSG" will remain on each system for the use of Wang representatives.  This User ID should have a 4�digit password.  Do not allow Wang representatives to have commonly used passwords such as "Wang", their name, or a blank password.  Refer to chapter 10 for OFFICE access instructions.





(6)	 'DVB" User ID.  If a station wants to give limited access to their system to all DVB Wang users, User ID "DVB" can be established.  It is imperative that "DVB" only be given restricted access to informational programs and menus, or bulletin boards.  The "DVB" User ID should not have access to the Command Processor or access to the Security Utility.  The ,DVB" User ID will be assigned a password that reflects the city name.  The passwords can contain up to eight characters and should include a space if appropriate.  The San Juan VS regional office would establish User ID "DVB" with password "SAN JUAN".  Refer to chapter 10 for OFFICE instructions.





b. NAME





The Name field allows entry of the name of the employee assigned the User ID.  This field will accommodate 24 alpha-numeric characters.  It is recommended that this field contain the first name, last name and telephone extension of the employee currently assigned the User ID, e.g., "Alan Cole x2222." The field contents appear on the Control Workstation screen (accessed from the Operator's Console menu) to help identify the user at each workstation, making the addition of the telephone extension to this field helpful to the System Administrator/Operator when it becomes necessary to contact the user.





c.	Security Administrator





(1)	This field defines the user  as  a  Security  Administrator  and  automatically  grants  the  user  access  to  all  files  on  the system.





(2)	The allowable values are "Y" and "N." The "N" value is the default and will be accepted for all local users except the System Administrator, System, Operator, the Alternate System Administrator and/or facility security officer.  Only these three users have Security Administrator privileges.  It is important that these individuals be fully trained in system operations and administration access.  The three User IDs reserved for VA Central Office staffs (NWA, N01, and N02) must have Security Administrator access.  The value "Y" will be entered.
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d.	DIAGNOSTICS Privileges





(1)	The Diagnostics privileges options allow a user to run disk Input/Output diagnostics.





(2)	 The  allowable  values  are  "Y"  and  "N".  The  "N"  value  is  the  default  and  will  be   accepted   for   all   local   users   except the System Administrator, System Operator and the Alternate System Administrator.





e.	File Access Privileges





(1)	 The  VS  security   system   enables   file   protection   against   unauthorized   use   by   providing   two   methods   of   file   access control: owner-specified control and administrator-defined access control.





(2)	 Owner-specified access control is a method that allows file owners to control the sharing of their files.  File owners specify who can access their files by assigning and ACC (Access Control List) to each file or program they want to protect.  ACLs are lists of users or groups of users given Read, Write, Execute, or blank (no access) rights to a file.  A detailed description of access control list management is provided in chapters 3 and 4 of the VS System Security Reference, Release 7. Access Control lists can be implemented at the discretion of local station management.





(3)	 Administrator-defined access control will be implemented on VBA systems.  The System Administrator, as Security Administrator for the system, assigns files to defined FPCs (File Protection Classes), and grants users access to one or more FPCs.  This feature provides security to the documents and files on the system.  The organization strategy developed for utilizing FPCs considers the normal flow of correspondence in the station and the access needs of various employees throughout the organization.  The following FPCs will be used department wide.





(4)	 It is anticipated that there will be groups of employees who need to share documents to which other employees should not have access.  For example, there may be a need for all Division Chiefs to have access to a particular type of data.  This could be accomplished by having them share a specific (document) password and/or FPC.  This would limit access to that select group of users.





(5)	 FPCs will be assigned when the User IDs are established using the SECURITY utility.  Security Administrators are automatically given "W" (Write) access to all FPCS.  The remaining users will be given "W" access to FPCs as indicated below:





REGIONAL OFFICE ELEMENT	FPC ACCESS��office of the Director	A, X and All Others Required*�Adjudication Division	B,   X�Administrative Division	C,   X�Finance Division	D,   X�Personnel Division	E,   X�Loan Guarantee Division	F,   X�Veterans Services Division	G,   X�VR&C Division	11,  x�Insurance Division	J,   x�Wang System Administrator	z�WP Plus	K, N @trid Q�Wang OFFICE	w





*Each Director will determine to which FPC his/her office needs "W" access.  It is possible give "W" access to all FPCs.
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(6)	Whenever possible, the System-defined FPCs (blank = unprotected, @ = execute only, $ = read and execute, and # = private) should be used.  This will avoid the unnecessary creation of additional Installation-defined FPCs.  Refer to chapter 3 of the VS System Security Reference, Release 7 for additional information on System-defined FPCs.





(7)	FPC "X" is reserved for File Transfer. For additional information on File Transfer see chapter 11.





(8)	Further information regarding FPCs for WP libraries is contained  in  chapter  5.  Wang  OFFICE  software  requires its own FPC; FPC "W" is reserved for this purpose.





(9)	FPC's "K", "N", and "Q" are reserved for WP Plus installations on the OASIS network.





f.	Logon Procedure (Program).  Each System User List record can contain the name and location of a program or procedure file which automatically sets user constants and directs the user to specific functions.  A logon procedure which has been designed for a specific operators) may be entered in this field.  Sample logon procedures (for WP and Wang OFFICE) which can be modified to meet each user's needs have been developed.  Further information concerning the logon procedures may be found in chapter 7.





g.	Remote System Name for Auto Remote Logon.  A Remote System Name for Auto Remote Logon may be defined for each User ID.  When a Remote System Name is defined, upon logging on, the user is automatically attached and logged on to the specified system within the VA OASIS Network.  This feature requires that identical user IDs be established on both the local and remote systems.  The Auto Remote Logon feature will not be implemented on VBA systems.  Instead, Remote Logon procedures will be used to provide access to remote systems.  For specific instructions on proceduralizing Remote Logon refer to paragraph 1 1. IO.





h.	Modifiable Data Area Size.  The Modifiable Data Area Size must be set to 1536K in order to support Wang OFFICE.  This setting overrides the default size specified via the GENEDIT utility.  If the field is left blank, the system defaults to the value set on the Task Options Screen of the GENEDIT utility.  For further information on the default Modifiable Data Area Size, refer to paragraph 2.05.





i.	Maximum Logons





(1)	The Maximum Logons feature allows users to log on to more than one  workstation  at  a  time  with  the  same  User ID.





(2)	The default number of logons is one.  For security purposes, it is recommended that the default value be accepted for all users except the System Administrator, System Operator and Alternate System Administrator, and the NWA, NO 1, and N02 User IDs.  It is recommended that a minimum of two logons be assigned to these users since system troubleshooting activities often require these users to be able to simultaneously log on to multiple workstations.  In addition, this feature will be very useful when workstations are distributed over several floors.





j.	Logon ID (Alias).  This field should remain blank on VBA systems.  The alias field was implemented for use in installations in which an 8-character User ID (alias) is needed to meet special security standards.





k.	 Maximum Subtask Quota.  The default value of zero should be accepted for most users.  The subtask quota specifies the number of subtasks that can be generated from a user's interactive or background task (program).  A subtask quota of zero will be sufficient for most planned VBA applications; specific VS applications (such as VS Graphics) will require users to have at least one subtask entered in this field.  All users and administrators who are responsible for initializing the network (running the WSNSTART program) must have a Maximum Subtask Quota value of 255.  VA Central Office User IDs (NWA, N01, and N02) will have a Maximum Subtask Quota of 255.





1.	HELP Processor Disabled





(1)	The allowable values are  "Y"  and "N"; the "Y" value is the default.  When this field is set to "Y," the HELP key does not return the user to the Command Processor menu and the user must be given a logon procedure or program.
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(2)	Access to the Command Processor menu allows the user to perform system management functions.  It recommended that access to the Command Processor be severely limited.  "Y" should be accepted for all local users except the System Administrator, System Operator, Alternate System Administrator and users who are responsible for the development of ADP applications.  VA Central Office User IDs (NWA, N01, and N02) will have access to the HELP key.





m.	OPERATOR Privileges





(1)	Operator Privileges grants the user additional system management and control functions.





(2)	The allowable values are "Y" and "N." The "N" value is the default and will be accepted for all  users  except  the System Administrator, System Operator, and the Alternate System Administrator.  The three VA Central Office User IDs (NWA, N01, and N02) must have Operator Privileges to provide adequate support and assist in problem resolution.





n.	 WS Restrict.  When PF4 is selected from the User Record Screen, the Workstation Logon Restrictions Screen Figure 4-3 appears.  Logon Restricted fields enable the System Administrator to specify which workstations a user cannot use to access the system.  If necessary, stations may use this field to restrict access from or to specific workstations.  All users except the System Administrator, System Operator, and the Alternate will be restricted from Workstation 0.





	***�*SECURITY		Workstation Logon Restriction	*�*�*�*		For User B06 -- Alan Cole x2222	*�*�*�		LOGON RESTRICTED FROM WORKSTATION(S):	*�			*�			*�			*�			*�			*��		Figure 4-3. Workstation Logon Restrictions Screen





n.	Change Password





(1)	Passwords are assigned and changed on the Change Password Screen, Figure 4-4.  The VS system does   not display a password as it is entered on either version of the SECURITY Change Password screen.





	************************************************************�*	Wang VS Security Change Password Utility - Version 7.20.00�*	Copyright, Wang Laboratories,  Inc.,  1987�*�*	Change Password for User B06�*�*�*	New PASSWORD�*�**�*	Enter New Password and Press  (ENTER), Or Select:�*


* (5) Display Random Passwords                          (13)  Information (16) Exit


*******************************************************************************


Figure 4-4.  Change Password Screen
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(2)	The system displays this screen after the User Profile screen is completed and Enter is pressed.  When an existing user is being maintained, the Change Password screen can be accessed by pressing PF14 (Change Password) on the User Profile Screen.





(3)	 The WANG VS System allows eight characters for user passwords.  Eight-character passwords might prove difficult for users to remember; a 4-digit numeric password will be assigned by the Security Administrator.





(4)	Once the password is entered, the Security program will ask for password verification (Fig. 4-5).  Type in the password again and press ENTER for verification.





Wang VS Security Change Password Utility - Version 7.20.00


Copyright, Wang Laboratories,  Inc.,  1987





Change Password for User B06





Verify PASSWORD














Re-Enter New Password and Press (ENTER), Or Select:





(13)  Information                   (16) Exit





4-5.  Verify Password Screen





(5)	If the new password is reentered incorrectly, an error message appears and the first Change Password appears again, allowing the entire process to be repeated.  If the new password is reentered correctly, the system changes the password and displays the Password Successfully Changed Screen, Figure 4-6.





*****************************





*	Wang VS Security Change Password Utility - Version 7.20.00


*	Copyright, Wang Laboratories,  Inc.,  1987





*


*		Change Password for User B06





		Password Successfully Changed








(16) Exit





4-6.  Password Successfully   Changed Screen





(6)	System-Minder has a utility that can be used by System Administrators to automatically update passwords.  Each time a user is (transparently) routed through System-Minder's "Menu Zero", the software checks for the presence of a user password file (File Name = User ID in Library ICSPSWRD on the SI volume).  When the user's password file is not found the PASSWORD program is automatically invoked.  The PASSWORD program will randomly generate a 4-digit password and interactively assign the new password to the user.  The program wams that the new password is about to be displayed; the system then displays the new 4-digit password to the user.  The PASSWORD program then creates the
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new user password file (in the ICSPSWRD library).  This file contains a single record with the date and time that the password was updated.  The "#" will be assigned to the file and the owner of the record will be identical to the owner of record of the system USERLIST.  For instructions on configuring the System-Minder PASSWORD utility, see chapter 7.





(7)	The System-Minder PASSWORD program will not require a user to update his password as long as the user password file is present.  Only Security Administrators are able to access and scratch the user password files since they are assigned the "#" FPC.





(8)	At a  minimum, all user passwords must be updated every 6 months.  With the System Minder software, password updates for all users can be initiated by deleting the ICSPSWRD library.  This is accomplished through the Manage Files and Libraries (Scratch) function.





(9)	It is essential that users keep their passwords secret.  It is the responsibility of each individual user to safeguard his/her password.  Users with reason to believe someone else knows their password should notify the System Administrator at once.  A new password will be assigned.  The System Administrator, as Security Administrator for the system, should insure that all users are given their passwords in a manner which minimizes the possibility of disclosure.
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