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CHAPTER 1. INTRODUCTION


1.01 GENERAL





a.	 Standards. Section 1, OA (Office Automation), provides mandatory minimum standards for operating Wang equipment as well as for developing system configurations.  These standards are necessary and set the foundation for future applications, automated system management procedures, a Department-wide network, remote logons, etc.  Deviations from these procedures will be approved by Central Office (202) based on the needs of stations, which may vary depending on their size and WP/DP (word processing /data processing) activity. 





b. Guidelines.  In addition to the mandatory procedures, this  section  provides  recommendations  and  guidelines  that should be considered  for  adoption  by  local  management.  These  recommendations  are  based  on  the  recommendations from the field stations and Central Office experienced in large word processing systems.  In some instances, automated procedures have been developed that complement these guidelines





C.  Changes.  Questions,  changes  and/or  comments  concerning  this  section   may   be   addressed   to   the   User Requirements/Assistance Division (202B12).





1.02	VBA (Veterans Benefits Administration) OA (OFFICE AUTOMATION) SUPPORT RESPONSIBILITIES





a.	The VBA OA support responsibilities are assigned to the User Requirements/Assistance Division (202B12).  User Requirements/Assistance Division is staffed with Network Coordinators and Computer Specialists who have been trained to assist with the identification and resolution of problems relative to the Wang System or network operations.





b.	User Requirements/Assistance Division has been tasked with the following responsibilities:





(1)	Technical Assistance. Provides technical assistance to VBA Wang users (VBA System Administrators, Node Administrators and Wang system users) on all automation questions and technical issues related to Wang systems, including hardware and software questions/problems and networking issues.





(2)	Troubleshooting.  Monitors VBA nodes to verify that all network operational procedures are being followed.  Troubleshoots network problems that cannot be resolved locally.





(3)	Network Operations.  Monitors the network to ensure that all VBA nodes are accessible.  Performs network diagnostics, and monitors directory synchronization throughout the network to identify problems such as unreachable nodes, synchronization problems, and undelivered electronic mail.





(4)	Reporting.  Documents all network problems referred to the Division and forwards all resolved and unresolved problems to the OASIS (Office Automation System Integration Service) staff.  Specific procedures for the reporting and referral of network problems are included in chapter 13.





(5)	Software/Hardware Installation.  Coordinates and schedules the installation of new network nodes, application and network software, operating system updates and hardware.  Ensures that all nodes are under the proper release of software as required by OASIS and issues instructions and procedures to VBA field stations.





c.	Hours of Operation.  User Requirements/Assistance Division staff will be available Monday through Friday from 8 a.m. to 4:30 p.m. EST/EDT and can be reached at FTS 8-373-3658.





d.	Inquiry Protocol. The following information is required when submitting an inquiry:





(1)	Station Number


(2)	User's Name


(3)	User's Routing Symbol


(4)	User's Telephone Number


(5)	Brief description of the problem/question.
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e.	Resolution of Inquiries.  Responses to inquiries will be made immediately whenever possible.  Callers will be notified at the time of their call when a response cannot be made within I day and advised as to when they can expect a full response.  Wang Office will be utilized as the primary means of communicating responses.





1.03	NODE RESPONSIBILITIES





a.	In most offices, the responsibilities of the System Administrator and Node Administrator will belong to the same person.  In the remaining chapters of this section, the terms System Administrator and Node Administrator are synonymous.





b.	System Administrator.  The System Administrator is the principal advisor to the Director on the development, implementation, and management of information processing systems, including DP and WP.  Responsibilities of the System Administrator are to:





(1)	 Plan, coordinate and conduct studies of work processes, reporting requirements, management information needs, paperwork management, organizational structure, and office procedures to identify and design practical, efficient uses of office automation equipment.





(2)	Work with station and division managers to develop local applications for office automation equipment and to identify changes in procedures, work flow and staffing needed to effectively automate various functions.





(3)	Serve as the technical and administrative manager of office automation systems including:





(a)	Project and monitor system and device utilization;





(b)	Develop systems configurations for both new and existing equipment;





(c)	Oversee all systems maintenance and repair activities as well as software and hardware enhancements; and





(d)	Ensure maximum availability of equipment to all operating elements.





(4)	Develop and evaluate information processing training  programs  for  managerial,  technical  and  clerical  personnel, as well as provide technical direction to employees  assigned  to  systems  operation  or  applications  development  tasks.





(5)	Coordinate and communicate with appropriate Central Office element(s) on all aspects of office automation and telecommunications, including implementation of centrally developed applications and identification of policies or procedures which inhibit or prevent effective automation.





(6)	Conduct systematic analyses of office automation applications and equipment distribution in terms of efficiency, cost effectiveness, productivity and anticipated changes in programs, workloads and staffing affecting office automation.





(7)	Serve as assistant to the facility ADP Security Officer on OA systems security.  The System Administrator will perform operational security functions of OA systems, including authorizing system access, assigning passwords, and authorizing use of specific applications and utilities.  Other than the System Administrator, access to the Security utility shall be given only to the System Operator and/or Alternate System Administrator, personnel authorized to use the three User IDs reserved for VA Central Office staffs (NWA, NO1, and N02), and the station ADP Security Officer.  Access to the Security and data processing utilities shall not be authorized by the System Administrator unless written assurance is received from the requesting official showing that the employee has received adequate training and understands the responsibility of using these utilities.





c.	 Node Administrator.  The Node Administrator is responsible for management of the local network within the regional office.  Local mode administrator responsibilities include the following:
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(1)	Site Preparation.  Prepares the site in accordance with the vendor's specifications for the installation of the system hardware and network components (VADATS and Wang System Networking).  Coordinates the installation of system hardware and all required cabling in accordance with the local building code.  The Node Administrator must ensure that adequate power supply, proper operating environment, and sufficient security for the room and data are provided.





(2) Software and Follows the instructions and procedures issued  by  the  Network  Coordinator


for the installation and maintenance of network and application software, operating system updates, and hardware.  Maintains backups of current and prior software releases.  Under the direction of the Network Coordinator, conforms to OASIS standards for compatible software releases.





(3)	Network Node Operations.  Performs network startup and shutdown.  Ensures that the node is accessible for network communications (Remote Logon, File Transfer and Electronic Mail), and maintains the local Wang OFFICE directory.





(4)	Network Node Troublshooting.  Identifies and researches problems related to local network hardware, software, and telecommunication components.  Forwards to the Network Coordinator problems identified as being outside the node, or those that cannot be resolved by the Node Administrator.  Contacts the Network Facility Management Center in Romney when it is determined that there is a local problem related to VADATS.





(5)	Reporting.  Reports to the Network Coordinator all problems identified as being intermittent, recurring, or unresolved by either the Node Administrator, Wang, or VADATS.





(6)	 Wang OFFICE.  Wang OFFICE is administered separately from VS security.  System users are added by the System Administrator via the SECURITY program.  Wang OFFICE users must be added to the OFFICE Directory by the Node Administrator.  The Node Administrator should have completed the Wang OFFICE System Management class offered by Wang and have a sound knowledge of the VS, including the concepts of file protection classes, print modes, print classes and user defaults.  Responsibilities of the Node Administrator are to:





(a)	Create an OFFICE Directory that comprises organizations and users associated with those organizations.





(b)	Determine what changes can be made by users to their individual directory records.





(c)	Set user defaults and decide which defaults can  be  modified  by  individual  users  through  their  User  Profile option.





(d)	Maintain the directory by adding, deleting, and updating user and organization records and printing directory reports.





(e)	Provide programmer application records to the directory.





(f)	Archive and purge information from the Wang OFFICE database.





(g)	Maintain background tasks.





(h)	Create and maintain broadcasts.





(i)	Create and control access to bulletin boards.





(j)	Activate or disable the phone message log.





(k)	Maintain and archive user correspondence logs.
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(1)	Perform Housekeeping functions.





(m)	Maintain the system through back-up procedures.





(n)	Create and maintain customized menus.





(o)	Define OFFICE File Protection Classes and maintain OFFICE security.





(p)	Orient OFFICE users and provide assistance as required.





d.	System Operator.  The System Operator operates and maintains the information processing systems, including DP and WP.  The System Operator is also responsible for performing the duties necessary for the system to operate as a node and communicate with other subsystems on the VA-wide area network.  Depending on station size, the System Administrator and System Operator positions may be filled by the same person.  Responsibilities of the System Operator are to:





(1)	Follow the network startup and shutdown procedures and take measures to ensure  that  the  system  is  available.





(2)	Perform mandatory backup and restore procedures established  by  the  System  Administrator  in  accordance  with the procedures in chapter 9.





(3)	Study documentation provided with new or revised software and take appropriate steps to install software.





(4)	Monitor the use of disk space and disk fragmentation and take steps to archive  information  to  ensure  adequate disk space.





(5)	Prepare routine workload reports showing system utilization and available capacity.





(6)	Submit recommendations to improve the efficient utilization of the system.





(7)	Respond to any special requests for system data.





(8)	Maintain and update system files necessary to control all aspects of system operations and access.





(9)	Resolve user problems concerning inoperable or malfunctioning equipment,  such  as  workstations,  keyboards,  or printers and familiarize employees with the operation and maintenance of the system to enable them to recognize and report any malfunctioning equipment.





(10)	Maintain close coordination with vendor's system engineers and ensure that scheduled preventive maintenance is performed.





(I 1) Record malfunctions and capture data for system diagnostics by repair personnel.





(12)	Determine nature of the problem and follow specified procedures when the system fails.





(13)	Arrange for emergency repairs when necessary.





(14)	Support Key and Alternate Operators on issues related to electronic mail activities, data  processing  and  word processing and provide consultation, since system availability is critical to the overall station operation.





(15)	Recommend new or revised operating procedures and controls to meet the operating requirements of system users.  Ensure that procedures provide adequate physical security for the CPU (Central Processing Unit) and other devices, such as terminals and printers which are co-located with the CPU.
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(16)	Provide technical assistance to users of various software packages throughout the station in the resolution of operating problems and participate with the System Administrator in modernization of software applications, including functional specification writing and source data automation testing.





(17)	Maintain adequate levels of supplies: e.g., printer ribbons, daisy print wheels, paper and disk packs.





(18)	Ensure that Key Users are deleting or archiving WP documents on a regular schedule.





e.	Alternate Administrators.  Each field station must have an Alternate System and Node Administrator so that at least one employee who is well versed in the use and management of these areas is available to the users at all times.  In addition, it is critical that the Node Administrator or Alternate be available for troubleshooting and assistance if any problems arise.





f.	Key Users. Each division should designate a  Key  User.  The  Key  Users  will  primarily  be  responsible  for  WP  and Wang OFFICE operations in their divisions. Key Users are also responsible for:





(1)	Liaison between their division users and the System  Administrator/Operator  in  areas  such  as  adding  and  deleting users, and system problems. (The System Administrator/Operator will be responsible for taking action on these issues.)





(2)	 Maintenance of archive diskettes containing WP documents and corresponding divisional index of diskette contents.





(3)	 Division equipment utilization and supplies. (The System Administrator/Operator is responsible for ordering supplies for all divisions.)





(4)	Overseeing retention and deletion of WP documents in the division's WP library.





g.	PCO (Publications Control Officer).  At each station, the PCO will be responsible for local management of official forms and publications maintained on the Wang System.





h.	Users. Each user is responsible for the following:





(1)	 Document  library  maintenance,  i.e.,  the  removal  of  unnecessary  or  infrequently  used   documents   from  the system by either deletion from the library or filing to an archive diskette (see ch. 5).





(2)	Security of password.





(3)	Reporting equipment or system problems to the division's Key User.





(4)	Logging off the system when task(s)  are  completed.  It  is  a  security  violation  to  remain  logged  on  when not actively using the system.  In addition, inactive logons consume system resources which decreases the response time to active users.





1.04	TRAINING REQUIREMENTS





a.	Expertise is needed to manage the OA systems. A number of Wang courses are required.





b.	Required Classes. At least one individual involved in  system  management  must  take  each  of  the  required  courses.  All the courses should be taken by the System Administrator, System Operator, Node Administrator and/or Alternates.  The specific responsibilities of these positions are not identical at each field station, so it is not possible to provide a specific list of classes for each position.
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Introduction to the VS


VS System Management


Wang OFFICE System Management Release 2.0


Wang   Systems   Networking   Technical    Operations


VS Word Processing Administration


Advanced Word Processing: Text Applications


Procedure Language





c.	 Recommended Chum.  In addition to the above required classes, these are recommended for individuals involved in system administration.





WangNet Technical Operations


Introduction to Word Processing


Advanced Word Processing Statistical Applications


Data File Maintenance and Reporting


Advanced System Management


Glossary


Decision Processing





1.05	ORGANIZATIONAL APPROACH TO VS SYSTEM MANAGEMENT





a.	Effective system management and security necessitate that users be grouped by their needs for common system defaults, and access to files and documents.  The field parameters allowed by the VS System software will not accommodate mail routing symbols.  Therefore, the following alphabetic characters are to be used for naming conventions which correspond to regional office organizational elements and activities.








�
NAMING CONVENTION	REGIONAL OFFICE ELEMENT��             A	Office of the Director	(00)�             B	Adjudication Division	(21)�             C	Administrative Division	(23)�             D	Finance Division	(24)�             E	Personnel Division	(25)�             F	Loan Guaranty Division	(26)�             G	Veterans Services Division	(27)�             H	Vocational Rehabilitation and�	Counseling Division	(28)�               I	Centralized Transcription Activity�               J	Insurance Division	(29)�              T	System Training�             W	Wang OFFICE�             X	File Transfer�             Z	System Administration





b.	Stations organized differently may make additions or changes to this list, e.g., Support Services may use one of the conventions that is designated for the Administrative Division or the Finance Division.





c.	Documents and files created in system training (T) and system administration (Z) should be segregated.  To achieve this, these activities are given an organizational status similar to an operating division.  For example, User IDs and Libraries should be established specifically for use in system training.
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1.06		SYSTEM SUPPORT, INSTALLATION, AND PROBLEM ESCALATION





a.	 Hardware Maintenance and Wang Software Services.  For all VBA VS systems, Hardware Maintenance (except items outlined in subpar. a(2)(b)) and WSS (Wang Software Service) will be funded by VA Central Office; however, contract renewal will be the responsibility of the local station management.





(1)	WSS. At a minimum, WSS coverage for VBA systems will include the following:





(a)	 Telephone  assistance  (from  the  designated  Regional  Support  Center)  for  the  Operating  System  and  Wang-


application software;





(b)	 Direct shipment of software and documentation updates for the Operating System and Wang-application software;





(c)	Monthly software maintenance bulletins; and





(d)	Wang Remote-Link service.





(2)	Hardware Maintenance





(a)	Maintenance for the following  VS  system  hardware  will  be  funded  by  VA  Central  Office:  CPU  Hardware  and IOCs Input/Output Controllers); Disk Drives; Tape Drives; VS Printers and Automatic Sheet Feeders; VS Workstations; Telecommunications Hardware; and Networking Components (FASTLAN A, FASTLAN B, Netmux, PBand Modem, and CIU).





(b)	Maintenance for Wang PCs, PC 280/380s, WLOC (Wang Local Office Connection) cards for Industry Standard PCs, and PC printers will not be funded by VA Central Office.  At the discretion of station management, maintenance may be purchased for these items with local funds.





(c)	Remote Maintenance.  Remote Maintenance is a tool that speeds diagnosis and repair of system hardware and software problems.





(1)	In the event of a system failure, a Wang Customer Engineer can run diagnostics from a remote system and troubleshoot most problems over the telephone.  A dynamic status of the system error log is maintained by the VS system control unit, allowing the Wang Customer Engineer to troubleshoot without full system functionality.  The requirements for remote maintenance are a dedicated phone line with an RJ11C jack (installed in the computer room) and the remote maintenance modem and software provided with the VS 7000 CPU.





(2)	Participation in the remote maintenance program results in discounted hardware maintenance costs.  Beginning in fiscal year 1990, all VBA facilities will utilize the remote maintenance capabilities.





b.	 Large Account Support Program.  Under a special agreement with Wang's Atlanta RSC (Regional Support Center), VBA has been accepted for participation in the RSC's LASP (Large Account Support Program).  LASP provides the following benefits for the ongoing support of software on VBA systems:





(1)	All calls placed to the RSC by User Requirements/Assistance Division analysts are directed to a select team of RSC analysts who are familiar with VBA system configurations, networking and applications;





(2)	On a weekly basis, a status review for all open LASP calls is completed with User Requirements/Assistance Division staff;





(3)	Software installations for all VBA systems are coordinated (on a nationwide basis) through LASP;





(4)	Software problems reported to LASP receive priority handling by the assigned analysts, and
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(5)	Remote-link software can be used by LASP analysts to access (via remote logon) problem systems which helps to better identify and resolve problems.





c.	Guidelines for Reporting Software Problems.  VBA System Administrators should always determine the potential effect (local or network) of any unresolved software problems.  Based on this determination, VBA System Administrators will report the problem to either the RSC (local software problems) or User Requirements/Assistance Division (network software or other problems).





(1)	Local Software Problems.  When software problems (such as word processing, VS system utilities, printer errors) affect local system users only, the System Administrator should contact the RSC directly for assistance.  For each VBA field station, the RSC maintains an authorized contact list which includes the System Administrator and Alternate System Administrator.  Any calls placed directly to the RSC by these VBA employees will be handled by regular RSC analysts and will not be directed to LASP for priority handling.  The RSC analyst will assign a tracking number to the call which must be recorded by the System Administrator.  Calls to the RSC that are not resolved to the satisfaction of the VBA System Administrator within a period of 24 hours should be referred to User Requirements/Assistance Division as follows:





(a)	Call User Requirements/Assistance Division and provide the Tracking Number assigned by the RSC and a brief description of the reported problem.





(b)	If a User Requirements/Assistance Division analyst is unable to provide an immediate solution to the problem, the Tracking Number will be escalated to LASP priority at the RSC; and





(c)	The User Requirements/Assistance Division analyst will then be responsible for working with a LASP analyst to provide a timely solution to the System Administrator.





(2)	Network Software Problems.  When it is determined that problems are related to SN (Wang Systems Networking) software (including the WSNREORG and WSNMON programs), Wang OFFICE and OFFICE directory maintenance software, or any other telecommunications software, the System Administrator (or alternate) should follow the troubleshooting and reporting procedures outlined in this section.  Specific procedures for isolating, troubleshooting and reporting problems related to WSN and Wang OFFICE are discussed in detail in chapter 13.  Most network-related (WSN and Wang OFFICE) problems have the potential for adversely affecting network and electronic mail functions on remote systems and therefore must be reported immediately to a VBA Network Coordinator who is responsible for evaluating the impact of such problems on remote systems.  All network problems that cannot be resolved by the local System Administrator by following the procedures outlined int he chapter 13 must be immediately reported to User Requirements/Assistance Division.  User Requirements/Assistance Division responsibilities for problem resolution and escalation (to LASP) are described in subparagraph d below.





(3)	Other Problems.  Any software problems that are not described in the above paragraphs or any other system problems that cannot be resolved by the local System Administrator should be reported to User Requirements/Assistance Division staff for assistance.





d.	User Requirements/Assistance Division Responsibilities.  To participate in LASP, User Requirements/Assistance Division is required to maintain a staff of trained analysts (Network Coordinators and Computer Specialists) who are authorized to contact LASP analysts directly.  In addition, these VBA analysts will screen calls from VBA field stations prior to referring a call to LSAP.  During the screening process, the User Requirements/Assistance Division analysts will complete the following tasks:





(1)	Determine whether the problem is hardware or software related. (When a Wang hardware problem is suspected, the local VBA System Administrator will be advised to contact Wang Customer Engineering.);
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(2)	Whenever possible, the analyst will provide recommended solutions to software related problems immediately.  In some instances, the analyst may remotely log on to the problem system to help identify and resolve the problem.  When additional research or testing is required, the analyst will advise the caller of this requirement and of the anticipated resolution time; and





(3)	When necessary, immediately report the software problem to LASP for resolution.  The System Administrator will be notified by the analyst that the problem has been referred to LASP for resolution.





e.	Installation of New Software and Updates.  All WSS software shipped to VBA field stations will be classified by Wang as either WI (Wang Installable), WA (Wang-Assisted Customer Installable), or CI (Customer Installable).  VBA has established the following guidelines for installation of all Wang software:





(1)	WI Software.  All WI-designated software requires installation by a Wang Software Support Specialist.  Examples of Wang Installable software include the Operating System, WSN, and Wang OFFICE software.  For all WI designated software, User Requirements/Assistance Division will develop an installation schedule and any VBA-specific installation procedures.  This schedule and the VBA-specific procedures will be distributed to all VBA System Administrators and the LASP manager.  Based on the installation schedule, the LASP manager will schedule the software installation for all VBA field stations and will provide Tracking Numbers to User Requirements/Assistance Division for the installations.





(2)	WA and CI Software.  For these categories of software, User Requirements/Assistance Division will issue installation timeframes and instructions to VBA System Administrators.  Examples of these categories include 20/20 Spreadsheet CI, List Management CI and 3270 Emulation WA software.  Software should not be installed without the authorization of User Requirements/Assistance Division.
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