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CHAPTER 6. Quality Control for Systems and Data Integrity





1. 	PURPOSE.  To  provide  general  policy  and  responsibilities  for  quality  control  of  ADP  systems  development  and maintenance to ensure systems and data integrity.





2.	SCOPE. This chapter  applies  to  quality  control  of  ADP  systems  development  and  maintenance  activities  in  DVB Central Office, regional offices and DVB personnel located in facilities under the jurisdiction of other VA organizations.





3.	BACKGROUND.  The design and development of an ADP application system consumes a substantial amount of resources.  To ensure that those resources are applied effectively and efficiently, it is necessary to establish and maintain a process of quality control throughout the systems development life-cycle.  This process will ensure that the development of functional and technical specifications is the result of a coordinated effort among requesters, users and developers and that


those specifications will result in ADP application systems which meets the needs of the user in terms of timeliness, validity and accuracy of program data and management information.  Since the design, development and maintenance of ADP application systems are perceived by requesters and users from an information (data) input/output perspective and by developers from an information (data) processing perspective, the quality control process must ensure both the integrity (timeliness/validity/accuracy) of the data and the performance of the processing system with respect to its capability to deliver that data as required by the functional specifications.





4.	 DEFINITIONS





a.	ADP Systems Auditing.  A process by which the design, development and maintenance of an ADP system is reviewed to determine if it were developed according to functional and technical specifications and to assure the integrity of the data processed by that ADP system.





b.	Auditability. The ability of a system to be examined for completeness, effectiveness, efficiency,  etc.,  by  the application of ADP systems audit tools and techniques.





c.	Audit Trail. A documented portion of an installed system which  permits  the  auditing  of  selected  data  on  a recurring basis during the systems life cycle.





d.	Information Management Audit.  A process by which the management and administrative functions of a VA facility which performs operational activities upon DVB automated information are examined for completeness, effectiveness, efficiency, etc.





e.	 Quality Control.  An integrated process which ensures optimal adherence to prescribed standards or specifications during the design and development of a product of system.





f.	Systems Developer.  An organizational entity or individual who applies an appropriate methodology to develop an ADP system or application to meet functional requirements of a user.





5.  POLICY





a.	 DVB will:





(1)	Develop and use a process of quality control for  the  design,  development  and  maintenance  of  ADP  systems.





(2)	Integrate that process, at the appropriate  phases  of  the  systems  development  life  cycle,  with  the  data


administration, data base administration and ADP systems auditing functions to ensure that:





(a)	 Data administration and data base administration policies, procedures and principles are followed.
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(b)	Systems design and development policies, procedures and principles are followed.





(c)	System test data is developed to reflect actual production conditions and to effectively test edit criteria  and defined  data relationships.





(d)	Systems design, development and production documentation is produced according to DVB standards and is coordinated with appropriate DVB and other VA organizations which may be responsible for ongoing operation of the system.





(e)	 Users are provided with sufficient documentation and guidance to interact with the system.





(f)	Indoctrination and training materials are prepared, to the extent determined necessary, for user and operations personnel.





(g)	Certification of the system for installation is accomplished if appropriate.





b.	The following ADP systems will be subject to ADP systems auditing:





(1)	Systems which process financial management information.





(2)	Systems which produce direct financial benefits to veterans and beneficiaries.





(3)	Systems which will assist in the provision of benefits, other than direct financial benefits.





(4)	All systems which are run in data processing centers operated by OIS&T.





(5)	All systems which are processed distributively at DVB facilities.





(6)	Systems which interchange data with any other ADP system either internal or external to the VA.





(7)	Any other system at the request of the user.





c.	Exceptions to the policy in subparagraph b (1) through (6) above  must  be  coordinated  with  and  approved  by the    system developer.





d.	ADP systems auditing will be accomplished by a service-level or divisional organization independent from the one which designs, develops or maintains the systems.





e.	Information management audits in regional offices and VA Data Processing Centers will be accomplished at management's discretion.





6.	 RESPONSIBILITIES





a.	 The DCBDs for Program Management and Field Operations will:





(1)	Ensure that appropriate audit trails and auditability are  incorporated  into  functional  specifications  for appropriate ADP systems under design and development.





(2)	 Request that appropriate DVB ADP systems are audited and certified prior to installation.





(3)	Seek the approval of the DCBD for ADP  Systems  Management  regarding  the  development  and  installation  of unaudited DVB ADP systems.





b.	 The DCBD for ADP Systems Management will:





(1)	 Establish the ADP systems design, development and maintenance quality control process.
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(2)	Integrate that process within the systems development life-cycle and with the data administration, data base administration and ADP systems auditing functions.





(3)	Provide auditing services for ADP systems which will be centrally processed in VA data processing centers or which will be processed distributively in DVB facilities.





(4)	Coordinate the ADP quality control and systems auditing process with other appropriate DVB and VA organizations.





(5)	 Ensure the audit and certification of appropriate DVB ADP systems prior to installation.





(6)	Approve requester or user-originated proposals to omit the ADP systems audit process in appropriate  DVB ADP systems.





(7)	 Coordinate with DVB or VA officials regarding the performance of information management audits.
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