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�
CHAPTER 3. ADP Security and Access to Information





1.		PURPOSE.  This chapter establishes policies and responsibilities for the security of ADP systems within DVB and for access to DVB automated information.





2.	SCOPE.  The provisions of this chapter apply to DVB Central Office and all regional offices and DVB personnel located in facilities under the jurisdiction of other VA organizations and all personnel who have been granted access to DVB


controlled ADP systems.  This chapter applies to all automated information activities,  including  Office  Automation  activities.





3.	 BACKGROUND


a.	In the current state-of-the-art  of  information  technology,  awareness  of  security  risks  in  ADP  systems  is imperative.  Some computers are portable and distributed  among  public  access  office  areas.  Some  data  are  entered  without validation and output is available to anyone with access to a terminal.  Sensitive information may be stored on fragile  diskettes which are kept unlocked in an office.  The same person who uses the information may perform data entry, programming, and equipment operation.  There are few, if any, audit trails.  Backup and off-premise storage of key files may not exist.





b.	While automation and telecommunications technology supports the goal of putting information directly into the end user's hands, it may mean more risks to information from errors, accidents, destruction and theft.  If information is revised improperly, there may be no way to correct it before access by users.  Information may be "stolen" without evidence of theft or without traceable identification of the perpetrators.  This new environment may result in a greater chance that information falls into the hands of unauthorized people and may lead to organizational embarrassment, legal action, fraud, violations of individual privacy or adverse effects caused by decisions based on invalid or outdated information.  Information is now considered to be a major resource of an organization.  As such, security is required to protect this valuable resource from loss, destruction and unauthorized access.





c.	 To meet the security challenges of today, managers must employ techniques that protect automated information, limit access to sensitive information, control changes to user-created program and data files, define and separate automation tasks and provide backup and recovery for important information.  ADP security and access to information must now be considered in the design, development and ongoing operation of all ADP systems.





4.	 REFERENCES





a.	 OMB Circular A-130, dated December 12, 1985





h.	MP-6, part 1, chapter 2





c.	MP-1, part 1, chapter 5





d.	MP-1, part 11, chapter 13





e.	OMB Circular A-123, dated August 16, 1983





f.  	FIRMR Subpart 101-36.7, "Environmental and Physical Security"





g.	FIRMR Subpart 101-35.3, "Security of Federal ADP and Telecommunications systems"





h.	FIRMR Subpart 101-35.17, "Privacy and Data Security for ADP and Telecommunications Systems"





i.	FIPS PUB (Federal Information Processing Standards Publication) 31, "Guidelines for Automated Data Processing, Physical Security, and Risk Management"
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j.	 FIPS PUB 39, "Glossary for Computer Systems Security"





k.	FIPS PUB 41, "Computer Security Guidelines for Implementing the Privacy Act of 1974"





1. 	 FIPS   PUB   46,  "Data Encryption Standard (DES)"





m.	FIPS PUB 48,  "Guidelines on Evaluation of Techniques for Automated Personal Identification"





n.	FIPS PUB 65, "Guidelines for Automated Data Processing Risk Analysis"





o.	FIPS PUB 73, "Guidelines for Security of Computer Applications"





p.	FIPS PUB 81,1 "DES Modes of Operation"





q.        FIPS PUB 83, Guideline on User Authentication Techniques for Computer Network Access Control





r.	FIPS PUB 87, "Guidelines for ADP Contingency Planning"





s.	FIPS PUB 88, "Guideline on Integrity Assurance and Control in Data Base Administration"





t. 	Special Publication 500-120, "Security of Personal Computer Systems: A Management Guide"





5.	 DEFINITIONS





a.	 ADP ASSETS.  Property associated with, or accessible by, an automated system, including information, programs, equipment, supplies, processing time, and financial resources.





h.	ADP SECURITY The combination of physical, administrative and technical measures applied to protect ADP assets from destruction, theft, misuse or unauthorized access.





c.	ADP SYSTEM.  Organized input, processing, transmission and output of automated data in accordance with defined specifications and procedures.





d.	 CONTINGENCY PLANNING.  The development and maintenance of plans for emergency response, backup operations and disaster recovery at a facility where data is stored or processed.





e.	FACILITY.  A site where automated data processing is performed centrally, distributed or locally or where data from such sites is stored for security, vital record or emergency preparedness purposes.





f.	INFORMATION CUSTODIAN.  An organizational element or individual who stores, processes, or maintains data.  The custodian provides the level of protection and the authorized access specified by the information user.  In certain end-user computing or office automation applications, the information custodian and user may be the same.





g.	INFORMATION USER.  The organizational element or individual who develops data, a system of records, or other information to accomplish a programmatic related or administrative function.  The user determines the sensitivity of the information, specifies the level of protection to be afforded and authorizes other users who may access the information and the conditions under which the information is used.





h.	MEDIA. Paper documents, or magnetic or other devices, on  which  data  is  temporarily  or  permanently  stored.





i.	 MISSION-CRITICAL. Essential to fulfilling the purpose or charter of an organization.





j.	PERSONNEL SECURITY.  The process of determining and classifying the sensitivity of positions and screening incumbent individuals who participate in the design, development, operation, or maintenance of ADP systems or who have access to such systems.
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k.	 PHYSICAL SECURITY.  The combination of devices that prevent, detect, monitor, or otherwise control access to sensitive areas.  Also refers to the measures to protect a facility that houses ADP assets and its contents from damage by accident, malicious intent, fire, theft, environmental hazards and unauthorized access.





l.	 RISK ANALYSIS.  An assessment of the potential threats to, and the determined vulnerability of, an installation.  The analysis may vary from an informal review of a microcomputer installation to a formal analysis of a large-scale data processing center.





m.	 RISK MANAGEMENT.  A process for minimizing losses through the periodic assessment of potential hazards and the systematic application of corrective measures.





n.	 SECURITY SPECIFICATION.  A detailed description of the safeguards required to protect a sensitive ADP system or application.





o.	SENSITIVE APPLICATION.  An application of information technology which requires protection because it processes sensitive information or because of the loss or harm that may result from improper operation or deliberate manipulation.





p.	 SENSITIVE AREAS.  Locations within a facility which require protection because of the sensitivity of the assets kept or the processing performed therein.





q.	 SENSITIVITY OF ADP POSITIONS.  The sensitivity of VA ADP and ADP- related positions as defined in VA ADP policy (MP-6, part 1, chapter 2).





r.	 SENSITIVITY OF INFORMATION.  The classification of information which requires a degree of protection because of the loss or harm that could result from accidental or deliberate disclosure, alteration, or destruction, e.g., personal or propriety information.  The sensitivity of information is defined in VA ADP policy (MP-6, part 1, chapter 2).





s.	 SIGNIFICANT CHANGE.  A physical, administrative, or technical modification in a system or facility that alters the degree of protection required. (Examples are adding a local area network, changing from batch to on-line processing, adding dial-up capability.)





t.	 TELECOMMUNICATIONS SYSTEMS.  Integrated combinations of equipment, services, or networks that transmit, emit, or receive data.





6.  POLICY





In the design, development and operation of all automated information systems, and in connection with related ADP activities, DVB will:





a.	 Conduct a continuing program of ADP security awareness.





b.	Assure that appropriate levels of physical, systems  and  data  security  are  commensurate with  the  sensitivity  of information processed by each system.





c.	Ensure that appropriate functional and technical specifications for ADP security are included in the design and development of ADP systems.





d.	Provide, through coordination with other appropriate VA or external organizations, continuity of operation of ADP systems, for an adequate level of service, in the event of potential exposure to natural disasters or deliberate actions.





e.	 Ensure protection against unauthorized attempts to gain access to DVB automated information.





f.	Provide, to the  optimum  extent  possible,  means  of  detection  and  identification  of  unauthorized  attempts  to gain access to automated information or to otherwise subvert a DVB ADP system.





g.	 Assure regular attention to potential ADP systems risks and vulnerabilities.
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h.	Evaluate new ADP security technology for potential inclusion in DVB ADP systems,





i.	Protect automated information as required by the Privacy Act, Freedom of Information Act, Title 38 U.S.C., and Federal and agency directives relating thereto.





j.	Assure that ADP sensitive positions and levels of access are appropriately designated and maintained.





k.	Provide as appropriate level of education and training regarding ADP security.





1.	Ensure that outside contractors who perform ADP services are familiar with, and conform to, departmental, agency and Federal directives regarding ADP security and privacy.





m.	Ensure that custodians of DVB  automated  information,  both  internal  and  external  of  the  agency,  comply  with appropriate ADP security requirements and related procedures.





n.	Appoint a DVB ADP  security  officer  to  maintain  liaison  and  coordinate  the  DVB  ADP  security  program  with appropriate	officials internal and external to the Agency.





7.	 RESPONSIBILITIES





a.	The DCBDs will ensure that all managers and supervisors are aware of their direct responsibility for ADP security awareness and prudent action of all employees under their jurisdiction.





h.	 The DCBDs for Program Management and Field Operations will ensure that:





(1)	 Security awareness exists in all locations in which automated information is stored, processed or used.





(2)	 Federal and agency directives regarding ADP security are followed.





(3)	Functional specifications for an  appropriate  level  of  site,  system  and  data  security  are  included  in  the functional specifications for DVB ADP systems.





(4)	ADP systems users are appropriately educated and trained  regarding  the  site,  system  and  data  access  security features of those ADP systems with which they interact.





(5)	Appropriate user personnel are educated and trained regarding  Federal  and  agency  directives  pertaining  to  the custody and release of individually identifiable automated information.





(6)	User assigned access methods are adequate and protected and tables of user identifications and passwords are revised at appropriate times.





(7)	Access to, or disclosure of, individually identifiable or other sensitive automated information is limited to those personnel who have an official need for such information.





(8)	ADP sites in user-occupied  work  spaces  are  maintained  in  accordance  with  applicable  security  requirements.





(9)	Indications of unauthorized attempts to gain access to an ADP site or system are promptly reported to the appropriate security authority.





(10)	 Sensitivity levels and levels of access of users ADP positions are properly designed and maintained.





c.	 The DCBD for ADP Systems Management will:





(1) Follow Federal and  agency  directives  regarding  ADP  security,  together  with  guidelines  for  the  design  and development of security features into ADP systems.
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(2)	Include functional specifications regarding ADP site, system and data security in the design and development of new or redesigned ADP systems at the appropriate phases of the systems development life-cycle.





(3)	Appoint the DVB ADP security officer to coordinate with appropriate agency officials and the VA ADP security officer.





(4)	Evaluate new technologies or techniques regarding ADP security for potential  inclusion  in  DVB  ADP  systems.





(5)	Coordinate ADP  security  education  and  training  with  other  agency  organizations  and  ensure  that  such education and training is provided to appropriate DVB user and developer personnel.





(6)	 Designate and maintain sensitivity levels and levels of access of ADP developer positions.





(7)	Implement and oversee a comprehensive ADP security  protection  program  to  investigate  and  report  unsolved ADP security violations to appropriate agency or law enforcement officials.





(8)	Maintain information records regarding unauthorized attempts to gain access  to  a  DVB  ADP  site  or  system.





(9)	Integrate the ADP security protection program into the systems development life-cycle to evaluate and test  the adequacy of ADP security controls.
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