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SUBJ:  Passwords for the Insurance System





1.  Access to the Insurance Terminal System (ITS) is controlled by a logon ID and password.  This password is selected by each individual ITS user.  Every 30 days, the system prompts each user to change his or her password.





2.  To comply with OIG recommendations and draft VA directives on password security, the following changes are being made:





a.  Insurance system passwords must be eight characters in length.  ITS users should choose an eight character combination the next time they are prompted for a password change.





b.  The password should include at least one letter, at least one number, and at least one special character.  Some special characters are reserved by the system and cannot be used in a password.  Special characters that are acceptable in the password include the dollar sign, pound sign, and ampersand.  Characters that are not acceptable include the slash, hyphen, and space.





c.  Passwords in this new configuration may be difficult to remember if changed as frequently as before.  For that reason, the password expiration period will be extended to 90 days.





3.  Existing procedures, such as how to request a new access and the ability of local security officers to unsuspend locked accounts, are not affected by this change in password configuration.  As always, access to the Insurance System should be limited to those who may need this data to perform their job.








							       /s/
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