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SUBJ:  VBA Procedures for Critical Security Remediation Actions for Outbased Users, Remote VSOs, and OIG





Purpose of this Letter





The purpose of this letter is to establish VBA procedures for critical security remediation actions for all users connecting to the VA network.  This includes VBA, VSO, and OIG users accessing the VA network either from an RO or remotely.  The VBA procedures for critical security remediation actions apply to all users, whether they are using VA supplied equipment or their personal equipment to connect to the VA network.





Background/Discussion





The VA Central Incident Response Capability (VA-CIRC) monitors computer security intelligence sources and provides notification via a VA-CIRC Bulletin or Alert whenever a security vulnerability is rated as a high risk to VA computer system security.





If the risk is elevated to High, the VA-CIRC issues a “Data Call.”  A Data Call is a request from the VA Chief Information Officer and the Office of Cyber and Information Security (OCIS) informing VA sites of required patches and anti-virus updates.  The Data Call will require the Echelon II Information Security Officer (ISO) to report the current percentage of machines patched by the date specified in the associated VA-CIRC Alert, Bulletin or Memo.  The Data Call collects information on VA computer systems to ensure that they are updated with the latest anti-virus software releases and operating system security patches. This will ensure that affected computer systems are patched or removed from the network until they are secure.





The Hines ITC monitors security sites for security vulnerability and virus outbreak alerts.  There may be occasions when the Hines ITC determines that actions must be taken on an emergency basis to eliminate security vulnerabilities or to protect against a newly created virus.
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Remediation Actions for Co-located Users





Co-located VBA and VSO desktops are configured with the VBA standard image and are automatically updated with McAfee anti-virus update files and operating system security patches whenever VBA updates the desktops.  Collocated OIG desktops should be configured with the VBA standard image so that they are also automatically updated with McAfee anti-virus update files and operating system security patches whenever VBA desktops are updated.





Remediation Actions for Remote Users





The “VBA Procedures for Remote Users and Users Without VBAMenu” is attached.  The steps in the attachment should be followed for all remote VBA, remote VSO, and remote OIG users.  The rules must also be followed for OIG users who utilize a laptop both in and out of the RO that does not have VBA Menu installed.





Responsibility for Implementing Security Patches





Each RO Director is responsible for ensuring that security patches or new anti-virus files are installed on all desktops and servers, as required by the remediation procedures at their RO.  If these patches or anti-virus files are not applied by OCIS-mandated timelines, access to the network should be terminated until such time as remediation is completed.  RO Directors may delegate this responsibility to their ISO or IT staff.





Questions





ROs should contact their NSC with questions or for assistance.











							/s/


	Daniel L. Cooper


	Under Secretary for Benefits
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What the VA-CIRC Will Do





When the VA-CIRC issues a Data Call, they will normally require that the percentage of workstations that are patched be reported.  The remote users are included in the RO’s total workstation count.  The Data Call will provide a date and time deadline for responses.








What the Hines ITC Will Do





As soon as the Hines ITC Echelon II Information Security Officer (ISO) and the Systems Implementation Office (SIO) are notified that a VA-CIRC high or critical security bulletin has been issued and have coordinated VBA’s Data Call requirements, the Hines SIO will provide an e-mail notification for the remote users to the NSCs.   The NSCs will forward this e-mail notification to their client sites with instructions to immediately distribute this e-mail notification to their remote users.  The e-mail notification will contain the following information:





Critical Microsoft Patch/Service Pack <insert reference number/name> or McAfee DAT file # <insert number> has been released and you will need to install it on your computer shortly.


Please be sure to check your e-mail often during the next <insert period of time, e.g., 45 minutes> for installation and/or reporting instructions.


If this patch (or DAT file) installation is escalated to a critical situation by the VA-CIRC, a very short deadline for installation will be imposed.


If after issuing the patch (or DAT file) instructions your servicing IT staff does not receive confirmation that this patch (or DAT file) has been installed, it may be necessary to terminate your network access.


If you find that you cannot log on to the network at any time, please contact your local IT staff for additional instructions.





Hines will prepare and distribute further instructions as the situation develops.








What Each VBA Site Must Do





Each ISO will maintain an up-to-date e-mail distribution list of all their remote VBA users, remote VSO users, and remote OIG users that do not have VBAMenu.  Remote users on this distribution list will be notified whenever there is a high or critical security event.  The “Read Receipt” option will be turned on so that the ISOs can monitor who has and has not read the message.  





Each site will normally be required to respond to their NSC, who will consolidate the percentage of RO workstations patched and forward the Data Call information to the Hines ISO (with a copy to the Hines SIO mailbox).  The total number of workstations will include the remote users.  Field stations should determine what percentage of their total workstation count are outbased users so they can determine the percentage of workstations patched in the event outbased user desktops/laptops are not patched by the deadline.  





Upon receipt of instruction from the Hines SIO, the ISOs will forward the instructions to the remote users, so that the remote users can apply the security patch or DAT files to their desktop or laptop.  ISOs will request compliance confirmation from these users.  The compliance confirmation must include what has been applied and must be signed and dated.  Each VBA site may determine what format is appropriate for their remote user compliance confirmation.  For example, an RO may require remote users to provide a screen shot of the “About McAfee VirusScan” screen for DAT file updates.  For security patch installations, an RO may require that remote users complete a certification form.  The certification form should include the user’s name, the update or patch that was applied, the date and the user’s signature.  Following is a sample certification form format that may be used.  It may be modified as needed to include McAfee DAT file updates, Microsoft security bulletin updates and/or service pack updates.








	Certification of Security Requirements





I,   ________________________________________, certify that I am currently complying with and will continue to comply with the security requirements which pertain to my off-site (home) PC.  Security requirements include maintaining the PC with appropriate McAfee DAT file updates, Microsoft security bulletins, and/or Microsoft service pack updates as indicated below.  I understand that compliance is necessary for me to remotely access VBA network resources. 





McAfee DAT file update(s) ________________ has/have been applied.


The patch for Microsoft Security Bulletin(s) ________________ has/have been applied.


The Microsoft Service Pack(s) ________________ has/have been applied� 





Date:   _______________





Signature:   ______________________________
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