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SUBJ:  Insurance Terminal System Access Request





Revised VA Form





VA Form 29-8824c, Insurance Terminal System Access Request, has been revised.  New users or current users who need to change their access must complete this form.  Current users who do not need to change their access are not required to complete the form.





A copy of the new form and instructions are attached.  The revised form is included as a PDF file with this letter.  It will be made available in Jetform.  Foremost among the changes is a new requirement for the station Information Security Officer (ISO) to sign the form.





Requests for access to the Insurance Terminal System (ITS) should be mailed to:





Department of Veterans Affairs


Regional Office and Insurance Center


ATTN: Chief, Internal Control Staff (310/293)


P. O. Box 13399


Philadelphia, PA  19101





As always, requests for access to ITS should be limited to those who may need this data to perform their job.  Access will be granted following processing by the VAROIC and the Philadelphia Information Technology Center (ITC).








Problem Resolution





Newly established users should log on as soon as possible.  The initial password is the same as the employee number; this format is explained on the attachment.  Once logged 
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on, the system will prompt the user to enter a new password.  Please remember that ITS passwords must be eight characters in length, and should include at least one letter, at 


least one number, and at least one special character (e.g., dollar sign, pound sign, ampersand, but NOT a slash, hyphen, or space).  Passwords will expire and a new password must be selected every 90 days.





If your station has designated a local administrator who can view all of the station’s ITS users, unsuspend locked accounts, and reset passwords, those authorities are not affected by this new procedure.





ITS users should report any problems with accessing the system to the Philadelphia ITC help desk at 215-381-3087.











							/s/	


	Daniel L. Cooper


	Under Secretary for Benefits





Enclosures


�
Insurance Terminal System Access Request


VA Form 29-8824c





To be completed for access to the Philadelphia Insurance System on the IBM.





ALL BLOCKS MUST BE COMPLETED:





	Block 1  Name of Employee


Enter the employee name - Last Name, First Name, Middle Initial.  Use employee’s name as it is entered in the PAID system.





	Block 2  Employee Number


		Enter the employee number in “S999XXX” format as described in 


		the attached document entitled “Assigning Employee Numbers for the 


		Philadelphia IBM System.”





	Block 3  Insurance File No


		Enter file number if employee has National Service Life Insurance.  If the 


		employee does not have insurance, enter “N/A” or “none”.





	Block 4  Organization Code


		Enter station number and mail routing symbol of employee.





	Block 5  Type of Action Authorized


		Select one of the following:


		Add – for new access


		Delete – to terminate access


		Change – to modify access





	Block 6  Job Description


	Enter the position title and grade of employee.





	Block 7  Access Level


	Enter 0, 1, 2, or 3 based on the following:


		If employee has BDN access level 0, enter “0”


		If employee has BDN access levels 1-4, enter “1”


		If employee has BDN access levels 5-7, enter “2”


		If employee has BDN access levels 8-9, enter “3”





	Block 8  Access Level Requested and Justification


	Enter employee’s BDN access level.


�
	Block 9  Command Groups and Type of Access Authorized


	For Insurance Users - enter the appropriate access for the command group. 


For RO Users - for the groups “ADDR”, “COR1”, and “INF UPDATE” enter “G” for access to competent insured’s records only.  This access corresponds to the current “UPD” access for the UPDI command.  For users needing access to incompetent insured’s records as well as competent, enter “P”.  This access corresponds to the current “INC” access for the UPDI command.  This will be primarily for Fiduciary Field Examination personnel.  For all other groups, enter “I”.





Block 10  Remarks


Used by the requesting official (Block 11A) to explain the proposed level of sensitive access (See Block 7 above).  The requesting official should use this space to justify the reasons for requesting sensitive file access; provide a description of the individual’s work duties; detail the desired special command access; specify a time limit for special access; and address any other situation for the action requested.





Block 11A  Signature and Title of Requesting Official


	Signature of Division Chief.


	Do Not Use A Signature Stamp





Block 11B  Date


	Enter date signed.





Block 12A  Signature of Application Security Officer  


	To be completed by the Application Security Officer from station 310.


	Do Not Use A Signature Stamp





Block 12B  Date


	Enter date signed.





Block 13A  Signature of Station Information Security Officer  


	Signature of Information Security Officer.


	Do Not Use A Signature Stamp





Block 13B  Date


	Enter date signed.
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Assigning Employee Numbers for Philadelphia IBM System





All employees who require access to the Insurance system will need to have an Employee Number assigned.  These Employee Numbers will be assigned by the station Information Security Officer, entered on the VA Form 8824C, and the form will be returned to the Philadelphia VAROIC for processing.





The Employee Number is composed of seven characters.  


	The first character is always an “S”. 


	The second, third, and fourth characters are the Station Number.


	The fifth, sixth, and seventh characters are the employee’s initials.





Each Employee Number must be unique.  If two or more employees have the same three initials, the second, third, and fourth employees’ middle initials will be replaced by the letters “X”, “Y”, and “Z”.  The letters “X”, “Y”, and “Z” are also to be used for the middle initial if an employee doesn’t have one.  The letter “X” would be used in the second instance where an employee does not have a middle initial or a substitute middle initial is needed to create a unique Employee Number.  In the third instance, use the letter “Y”, etc.





EXAMPLE:  Employee numbers for VAROIC, Philadelphia (Station 310)





First Name		Middle Initial		Last Name 	Employee Number Assigned





   David		        A			   Smith		S310DAS





   Dilbert		     NMI  		   Stevens		S310DXS





   Donna		        A			   Smith		S310D


