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SUBJ:  Online Cyber Security Orientation and Awareness Training for Fiscal Year 2004





Annual security awareness training is required for all VA employees, contractors, VSOs, students, and volunteers.  The VA Office of Cyber and Information Security (OCIS) provides continually updated computer security awareness training via the online VA Cyber Security Awareness course.  This course contains Federal and VA-specific criteria and requirements, as well as an overall view of national security regulations. 








Guidance Concerning the Change from Calendar to Fiscal Year Requirement 





Previously, Administrations and program offices established different deadlines for annual security awareness training, which resulted in confusion, misunderstanding, and inconsistent reporting of data.  Effective immediately, OCIS has mandated that all users of VA information systems must fulfill the annual awareness training requirement every fiscal year.  For the current fiscal year (FY 2004), VA employees, contractors, VSOs, students, and volunteers must complete annual awareness training between October 1, 2003, and September 30, 2004.  








VBA Requirements for Completion of Training





All VBA employees must complete this training by September 3, 2004.  Certificates of completion must be provided to and retained by each station’s Information Security Officer (ISO).  Each VACO service and office and each RO and center must e-mail certification that all employees have completed this training to the VAVBAWAS/CO/FLS mailbox.  The e-mail certification must be received by close of business September 13, 2004.  All organizations in VACO will collect certificates, retain them for one year and provide a copy of each employee’s certificate to Scott Withrow (20V1A) in room 413 no later than September 13, 2004.
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Course Access for VBA Employees, Outbased Personnel, VSOs and Contractors





There are three ways to access the VA Cyber Security Awareness course:


  http://vaww.ocis.va.gov.  After entering the link, click on "Intranet Version" under the title, "Cyber Security Awareness Training" in the OCIS Quick Links block. 


   http://vaww.ees.aac.va.gov , the VA On-Line Learning website. 


  Contractors, VSOs, outbased personnel and others who do not have easy access to the VA Intranet, may access the course  at https://www.ees-learning.net/dod/loginhtml.asp?v=dod. 





The VA Employee Education System (EES) is responsible for the VA On-Line Learning web site.  If a student has difficulty accessing the course or registering to use the VA On-Line Learning web site, please contact the EES Help Desk (See "Help Desk Information" below).


 


 


Alternate Methods for Accomplishing Annual Training Requirement 





The online VA Cyber Security Awareness course is the preferred way to meet the annual requirement.  However, a “hard copy” of the course may be printed for the few users who are unable to complete the online version of the course.  To print the course, access the PDF file, enter the course, click on "References", and then click on "VA Cyber Security Awareness Course Document.”  Users unable to access the course should ask for assistance from their Information Security Officer or another registered user of the VA On-Line Learning web site.





Some VA facilities have developed a “facility-specific” information security awareness training course.  These “facility-specific” courses are permissible as long as the facility ISO certifies that the course:





Provides a minimum of one contact hour of training;


Provides current information in an interesting and informative manner; and 


The station ISO certifies that the facility specific course includes all of the significant points presented in the VA Cyber Security Awareness course. 


 


Everyone fulfilling the annual requirement via an alternative method must ensure their successful completion is recorded using their facility’s training tracking requirements.  
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Future Plans for Tracking Online Security Awareness Training





The Office of the Inspector General (OIG) has continuously cited VA in their reports for not accurately reporting completion of the annual security awareness training required by all department personnel and contractors.  To remedy this deficiency, the EES is working on a plan to move local facility training records currently held in local VA site education systems to the EES Data Repository, which will handle the combined reporting needs for OCIS and other department entities.  Facilities using local education systems are required to ensure accurate reporting of security awareness training for all personnel under their purview, including contractor and VSO personnel.








Help Desk Information and Other Points-of-Contact





EES has recently assigned a new EES Librix Manager, Mr. Lee Golatt.  EES and Mr. Golatt have added new staff members to their team to better assist users.  If a student experiences problems utilizing the VA On-Line Learning web site, please contact the help desk via e-mail:  EES Librix Help (eeslibrixhelp@lrn.va.gov), or by toll-free telephone at 1-866-496-0463, or direct dial at 1-612-467-5252. 








VBA Point of Contact 





Specific VBA questions may be sent to the VAVBA/WAS/CO/FLS mailbox. 











							/s/


Daniel L. Cooper


Under Secretary for Benefits





























