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SUBJ:  FY 2004 Annual Statement of Written Assurance





This letter addresses the Annual Statement of Written Assurance (SWA) that you must sign for your organization.  This is the assurance that you provide to me as the Under Secretary for Benefits that management and internal controls are adequate.  Effective management controls assure that:





Programs achieve their intended results


Resources are used consistent with agency mission


Programs and resources are protected from waste, fraud, and mismanagement


Laws and regulations are followed


Reliable and timely information is obtained, maintained, reported, and used for decision-making





The signed statement must be submitted to the Program Integrity and Internal Controls Staff (PIICS) by Friday, July 9, 2004.  Please submit your annual SWA in the format provided in Enclosure A.  Responses should be submitted via e-mail to VAVBAWAS/CO/PIICS along with a courtesy copy to your Area Office and the Office of Field Operations (OFO).





The specific internal controls in Enclosure B are included as additions to, not in lieu of, internal controls you deem necessary.  While you may delegate authority for conducting these reviews to those who have functional responsibility for the review areas identified, you are ultimately responsible for compliance.  A Point of Contact (POC) has been provided for each list of essential internal controls.  Please refer specific questions to the POC with a courtesy copy to Katy Mozingo and your OFO analyst.














Page 2.





SUBJ:  FY 2004 Annual Statement of Written Assurance





White papers are required for internal controls that will not be completed in FY 2004.  The white paper must include a detailed explanation of the issue and circumstances, planned corrective actions, and a time frame for completion.  White papers are not required for internal controls that are scheduled for completion before the end of the fiscal year e.g., Annual Ethics Training.  Please note: VBA’s headquarters Office of Human Resources is coordinating the Annual Ethics Training for FY 2004.  Information on this year’s training will be provided soon.





5.	Timely submission of your SWA is appreciated and essential for VBA to meet the accelerated Department deadline of August 2004.  If you have questions regarding the Annual Statement of Written Assurance, please contact your OFO analyst, Dee Fielding at (202) 273-7018, or Jeff McAdams at (202) 273-7139.  








							/s/


						Daniel L. Cooper





Enclosures








�
			Enclosure A


							


As Director of the _(insert station name)__, I am cognizant of the importance of management controls.  I have taken the actions necessary to ensure that an evaluation of the system of management controls in the_(insert station name)__, has been conducted in a conscientious and thorough manner.





I understand the objectives of the system of internal accounting and administrative controls are to provide reasonable assurance that:





Programs achieve their intended results


Resources are used consistent with agency mission


Programs and resources are protected from waste, fraud, and mismanagement


Laws and regulations are followed 


Reliable and timely information is obtained, maintained, reported, and used for decision-making





The concept of reasonable assurance recognizes the costs of internal controls should not exceed their benefits.  Reasonable assurance is a satisfactory level of confidence in achieving program, administrative, and financial management objectives effectively and efficiently and safeguarding government resources under given considerations of costs, benefits, and risks.  The emphasis is on the term "reasonable" since "absolute" assurance can never be given for any process.





I certify that appropriate management controls, including, but not limited, to the internal controls detailed in Attachments B are in place and administrative actions are adhered to and documented without exception or, with the exception of:  [insert specific internal control(s) not being certified in FY 2004.]  (Attachment B lists essential management controls to be completed and verified by the Director, where applicable.)





In accordance with these guidelines, I certify that prompt and appropriate follow-up actions are taken whenever there are actual or potential breakdowns in internal controls.  Furthermore, any significant deficiencies related to internal controls have been documented and corrected.  





All information and verification, including those identified as essential management controls, indicate that the system of internal accounting and administrative controls in the _(insert station name)__, during FY 2004 complied with the above-mentioned objectives. 








Director’s Signature








�
					Enclosure B





EDUCATION





List of essential management controls (mandatory but not limited to): 





Director certification:





RPO employees do not have more than one log-on password to either TIMS or BDN.





RPO employees do not have the ability to both establish (CEST) and authorize (CAUT) an education claim.





The RPO conducts an effective Quality Improvement program including the identification of errors in processing claims and the root causes of such errors and implementation of actions taken to eliminate or minimize errors to the extent possible.





Employees have received annual ethics training, communicating expectations of employee conduct and avoidance of any conflict of interest.





Director level review of all Education payments over $12,000 is completed as outlined in RPO Letter 22-03-35, dated November 6, 2003.





All required annual systematic analyses of operations (SAO’s) have been completed, as outlined in M22-3, Ch.4.





Above certifications will be verified during annual Appraisal and Assistance visits conducted by the Education Service.





For questions regarding the Education list please contact:  


Linda Morris


202-273-7297


edulmorri@vba.va.gov 


�



LOAN GUARANTY





List of essential management controls (mandatory but not limited to):





Loan Production





Full reviews of 10 percent random sample of all guaranteed loans, per M26-1, 12.02.





Post audits of 5 percent random sample of all closed loans, per M26-1, 12.01.





Full reviews of all loans that default with 6 or fewer payments made, per M26-1, 12.03.





Loan Guaranty Eligibility Centers (Winston-Salem and Los Angeles)





Appropriate sampling and review of eligibility determinations per M26-9, 3.12.





Construction and Valuation





Post audit review of 20 percent of LAPP appraisals, per 38 U.S.C.


      3731(f) (2).





Field review of at least 10 percent of all fee appraisals, per M26-2, 2.27.





(     Full review of all Specially Adapted Housing final accounting actions per 


 M26-12, 8.03.





Loan Administration





Appropriate sampling and review of work performed and decisions made under the delegations of authority granted under M26-3, 1.07.





Designation and maintenance of proper levels of authority within the LS&C system with respect to approvals and certifications of property conveyances and claim payments.  (Loan Guaranty Officer designates authority levels, notified Information Systems Officer for input into LS&C.  System Security Officer then responsible for maintaining proper levels and initiating action to remove employees no longer authorized to perform those functions.)














Property Management





Full review of repair authorizations above the pre-authorized limits set in the contract.  





Field review of 10 percent random selection of all property stages reported by the service provider. 





All Loan Guaranty





Required annual systematic analyses of operations (SAO’s) have been completed as outlined in M26-9, Chapter 6.





Employees receive annual ethics training, communicating expectations of employee conduct and avoidance of any conflict of interest.





For questions regarding the Loan Guaranty list please contact:  


Karl Pack 


202 273-7336


lgykpack@vba.va.gov    





COMPENSATION & PENSION





List of essential management controls (mandatory but not limited to): 





Only employees with a GS-11 grade or higher are given authority to authorize compensation awards, as outlined in OFO Letter 201-01-79.  The March 27, 2002, DUSB Conference Call reminded stations that a GS-10 detailed in excess of 10 days must be temporarily promoted to the grade level of the detailed position as long as the employee meets the time-in-grade requirement.





Employees have received annual ethics training, communicating expectations of employee conduct and avoidance of any conflict of interest.  





All employees involved in claims processing are cognizant of the rules pertaining to third-person signatures on compensation and pension awards (i.e., when a third signature is mandatory and who is authorized to provide a third signature).  Ensure that all third signature deficiencies, as outlined in C&P Fast Letter 00-97, are rectified.  





Director level review of all C&P awards over $25,000 is completed as outlined in VBA Letters 20-01-50, 20-02-10, and OFO e-mail of October 4, 2001.  





A proper separation of duties exists between VSRs, RVSRs, and immediate supervisors (coaches).  Production work by field managers is kept to an absolute minimum.





All requisite annual Systematic Analyses of Operations (SAO’s) have been completed, as outlined in M21-4, Chapter 7 and Fast Letter 01-87.





For questions regarding the Compensation & Pension list please contact:  


Susan Comer


202-273-7814


capscome@vba.va.gov





VOCATIONAL REHABILITATION & EMPLOYMENT





List of essential management controls (mandatory but not limited to): 





An adequate system of controls is in place for the use of Purchase Card.





Entitlement and outcome decision deficiencies, identified in the Quality Assurance process, are addressed and corrected.





Procedures are in place to ensure that no individual employee has the authority to both establish and authorize basic eligibility on the same case.





Employees have received annual ethics training, communicating expectations of employee conduct and avoidance of any conflict of interest.





Compliance with the Systematic Analyses of Operations (M28-3, Part I, Change 6, December 1, 2003).





For questions regarding the Vocational Rehabilitation & Employment list please contact:  


Alison Rosen


202-273-7208


vrearose@vba.va.gov


�



FINANCE





List of essential management controls (mandatory but not limited to): 





Support Services Division has performed all of the required internal control reviews as described in MP IV, Part XI (VBA Financial Quality Assurance Reviews).





All financial work processes have been reviewed to determine if any violations of separation of duties exist.  If unavoidable, then the combination of duties must be approved by the appropriate staff office in VBA headquarters.





Employees have received annual ethics training, communicating expectations of employee conduct and avoidance of any conflict of interest.





All purchase card statements have been timely reconciled and signed by both the cardholder and approving official.





All travel card reports received from Citibank are reviewed to determine any instances of employee misuse and appropriate follow-up action is taken.





For questions regarding the Finance list please contact:  


Lynn Garren


202-273-9196


ormlgarr@vba.va.gov 





INFORMATION TECHNOLOGY





While specific controls may be added or deleted from future Statements of Written Assurance, VBA has agreed to annually require certification for the security controls listed in OFO Letter 201-02-50.  This is in response to the Office of Inspector General’s Audit, Special Review of VA Compensation and Pension One Time Payments and Related Security Controls, dated March 29, 2002, (Project No. 2001-02957-R8-0518).





List of essential management controls (mandatory but not limited to):





No employee has multiple BDN employee identification numbers (EIN) in the production environment.   Brokered work is processed in accordance with current policies and closely monitored.  











Sensitivity record access levels are authorized for employees according to VBA policies.  Deviations comply with current policy; are clearly documented, justified and approved by the Director or designated representative.





Access to the LAN and production systems is promptly updated or terminated upon reassignment, transfer, or termination of VA employment  





Claim numbers of employee-veterans are entered in the Sensitive File and “linked” to their security record(s).





Relative-veterans of employees are electronically locked and “linked” by reference to the primary beneficiary.  





Employees are assigned one sensitive record level of access for both Common Security Systems (CSS) and the Benefits Delivery Network (BDN).     





A history file of issued EINs is maintained indefinitely for audit purposes.





New hires and current VBA employees annually complete the certification of veteran status using VA Form 20-0344.  A VA-form 20-0344a is processed for employees transferred to other stations. 





Security access logs (violation reports) and sensitive file reports are reviewed frequently and action is taken to reduce violations.  Access privileges are granted based on a legitimate and demonstrated need to have system access.





Employee (including “temps”) and employee-relative claim folders are housed in their proper location and stored in locked files.  Temporary employees include interns, work-studies and volunteers.





Group logons, generic training accounts are not used in the production environments.    


Verify strong passwords are used to logon to the LAN. 





Only the BDN or CSS System Administrators are authorized administrative access to security functions to process security actions, assign access to applications, systems, functions, and determine privileges or levels of access to sensitive records.   


�



Prior to granting access to a VBA system, or continuing access to a VBA system, new users or current users (at least annually), complete security training to include the on-line Office of Cyber and Information Security (OCIS) security awareness training course and VA Privacy Act training.  Users of Federal On-line Query (FOLQ) system complete annual certification of training.  Certificates of completed training are made part of the user’s security record.  





Verify all users have signed Rules of Behavior (and non-disclosure agreements for contractors who access sensitive data).  





Students, interns, work-studies, accredited representatives of veteran organizations and direct support personnel, and contractors (with the appropriate clearances and contractual stipulations) are limited to “Inquiry” (read-only) access.  





At least annually, Directors conduct Systematic Analysis of Operations (SAO) to review and validate the Security functions performed by the Facility Information Security Officer (FISO) as outlined in OFO letter 20F-02-04 (Executive Summary Matrix).





Periodic review of all access accounts is conducted including active and inactive accounts.  Disabled accounts are reevaluated and removed when the need for access is no longer justified and/or when the account has not been accessed for a predetermined period of time, usually (6-12 months). 





VBA computer security incidents are reported to the VACIRC.  Employees are informed of the types of reportable incidents and the local procedures for reporting incidents.





Software installed on personal computers, LANs, servers, and gateways used to access the VBA production systems are approved by the VA Assistant Deputy Chief Information Officer for Benefits as part of the Application Development Implementation Checklist. 





For questions regarding the Information Technology list please contact:  


Kevin Causley


202-273-6974


irmkcaus@vba.va.gov


�
Further guidance for the above requirements can be found in:  





M20-4, Part II, Change 1, VBA OIM Handbook No. 5.00.02.HB1, Information Technology (IT) System Procedures, General Security Requirements and Organization, dated January 06, 2004.  


M20-4, Part II, VBA OIM Handbook No. 5.00.02 HB2, Information Technology Systems, Benefits Delivery Network (BDN), Privacy and Security Guidelines, Change 2, dated January 06, 2004.    


OFO Letter 20F-03-13, Amendment to VBA IRM Handbook - Sensitive Level Designation for Regional Office Employees, dated April 21, 2003. 


OFO Letter 201-02-74, Interim Guidance for Reviewing Social Security Administration (SSA) Reports, dated August 21, 2002. 


OFO Letter 20F-03-01, Review of Benefits Delivery Network (BDN) Security File Listing Follow-up, dated August 21, 2002.


OFO Letter 201-02-49, BDN Security Reports and Account Management, dated March 18, 2002.


OFO Letter 201-02-40, Systematic Analysis of Operations for Securing Veteran-Employee Files, dated February 22, 2002.


VR&E Letter 28-02-02, Improved BDN Access and Security for Vocational Rehabilitation and Employment (VR&E) Award Processing, dated February 28, 2002.


OFO Letter 201-02-14, Internal Controls—Linkage of Security and Sensitive Files for Veteran-Employees, dated October 26, 2000.


OFO Letter 200-00-50, FOLQ [ SSA ] Rollout, dated August 21, 2000. 


OFO Letter 201-01-126, Certification of Compliance with the VA Password Management Policies, dated September 26, 2001.


OFO Letter 201-01-79, Internal Controls, dated May 18, 2001.


VR&E Re-Implementation of the Systematic Analysis of Operations, M28-3, Part I, Change 6, dated December 1, 2003.


VR&E Letter 28-02-10, Case Outcomes Review Requirements for the VR&E Signature on all Outcome Cases.











		





		





				





		� PAGE �11�	











