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December 1, 2003



VBA Letter 20-03-51



Director (00)

All VACO Services and Offices and Regional Offices and Centers



SUBJ:  Notice of Change to the Benefits Delivery Network (BDN) Security Table Update (STUP) Command



The Under Secretary for Benefits agreed to modify the BDN security accounts to use Social Security Number (SSN) as an employee identifier in response to the July 2000 VA Office of Inspector General (OIG) Audit of the Compensation and Pension Program’s Internal Controls.  Upon completion of the actions below, both SSN and Employee Identification Number (EIN) will be used to track user activity in the BDN transaction audit file.  



On December 6, 2003, the Office of Information Management (OIM) Hines Information Technology Center will implement modifications to the BDN security administration STUP command and 96A/B screens used by the BDN Security Administrators (BDNSA).  In addition to SSN, this change includes other enhancements to the STUP 96A/B screens to include the user’s full name, the elimination of the BDN update capability of the sensitive file, and the automatic “linking” of employee and sensitive file information upon completing the action of adding or updating a BDN account.  The BDN modifications and the update to the BDN security data will be accomplished in two phases.

	

The enclosed user guide provides a detailed explanation of the changes to the STUP command as well as instructions for adding, updating, and deleting user accounts using the modified 96A/B screens.  A copy of the user guide will be emailed directly to the station ISO.  



Required Action By the BDNSA



The purpose of Phase One is to install the BDN modifications and allow the BDNSA several weeks to become familiar with the new 96A screen.  The point of contact named below is available to assist the BDNSA in understanding the changes that has occurred to the STUP Command.  



The planned STUP upgrade will not affect current user access privileges to the BDN commands; therefore, the end-user will see no difference in their access to the BDN.   
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Director (00)



The BDNSA can begin updating SSN and full name any time after the installation is complete.  During Phase One, the BDNSA will receive a listing of proposed BDN accounts

to be updated by an automated program prepared by the OIM, Austin SDC.  The automated listing will assist the BDNSA with the process of updating BDN accounts with SSN and full name.  Upon receipt, the BDNSA will review the OIM, Austin SDC listing and report discrepancies to the contact person below.  Not all current BDN accounts can be updated by this method.  Also, other changes to a BDN account, e.g. sensitive record access level, BDN commands, etc., must be updated by the BDNSA.  



Approximately mid-December 2003, once the review of the OIM, Austin SDC listing is complete, Phase Two will begin.  The purpose of Phase Two is to update the BDN security accounts with SSN and full name.  The BDNSA will complete their work by January 30, 2004.  

	 

Your Point of Contact



For questions and assistance on using the new BDN STUP 96A screen, phone Gregory H. Johnson, OIM (20S1C1), at 202-273-7046, or email (Johnson, Gregory H., VBAVACO) him with your comments and questions.







/s/

	Daniel L. Cooper

	Under Secretary for Benefits
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STUP 96A/B Highlights

1. Data entry on the Ready screen has not changed from the previous version.

2. The 96A screen contains new information summarized as follows:

a. SSN (Required entry for VA employees)

b. First Name, Middle Initial, Last Name is required.

c. The BDN sensitive data is Inquiry-Only and additions, updates and

deletions to the sensitive file must be done in the Common Security Update

Manager (CSUM). The last name associated with the Sensitive file record is

now displayed along with the VA file number. This will make it easier to

match the employees name with the sensitive file to ensure you are linking the

employee record with the correct sensitive file. CSUM is required to change

sensitive data in the BDN system.

d. BDN “Linking” procedures have changed. The BDNSA no longer enter

the letter “A” (for adding a record) or “C” (for changing a record) in the EMP or

the SENSITIVE fields. Since the BDNSA cannot enter BDN sensitive data on

the 96A screen, both the EMP and SENSITIVE fields have been eliminated.

The action of “linking” the employee information (top-half of screen) with the

sensitive data (lower-half of screen) is accomplished automatically when the

screen data is saved (ALT-ENTER). Upon pressing ALT-ENTER, the message

displayed at the bottom of the screen has been changed to indicate the security

file (vice security and sensitive files) has been updated. At this point, the

BDNSA proceeds with the screenshot to verify “linkage”.

e. An EIN or a VA File Number can be displayed on the STUP 96A screen

by one of two methods: (1) an EIN or a VA file Number entered on the Ready

Screen; or (2) entering an EIN or a VA File Number directly on the STUP96A

and pressing the ALT-ENTER key to refresh the screen.

f. To enter employee data on the 96A screen, the cursor must be aligned in

the EMP NO field and you must press ALT-ENTER “twice” to activate the

fields on the 96A screen.

g. The BDN Commands on the STUP 96B screen matches the sequence of

commands on the VA Form 20-8824.
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3. **NEW** Upon entering the 96A screen, the ALT-ENTER key combinations

entered in sequence perform the following assuming EIN and File number are not

displayed on the 96A screen (Accessing the STUP (96A) Screen - Method 2)

a. Press ALT-ENTER (first-time) - Starts the Inquiry phase. Finds and

displays employee and/or veteran data on the 96A screen.

b. Press ALT-ENTER (second-time) - Activates/opens edits and delete on

the 96A screen (and 96B screen) and readies the screen for data entry or

data updates; and simultaneously moves the cursor to the SSN field.

c. Press ALT-ENTER (Third-time). 1. Saves BDN security file on 96A or B

screens for new and updated accounts; 2. Opens 96B screen for new

accounts; 3. links employee and sensitive file for new and current

accounts. The message “Security File Has Been Updated” is displayed at

bottom of screen for accounts updated on the 96A screen.

d. Press ALT-ENTER (ACTION/NEXT SCREEN) - Activates 96B screen if

96B function is entered in this area.

e. Press ALT-ENTER (96B Screen/NEXT SCREEN) - Saves/updates

96A/96B screens and displays message from “c” above.

Accessing the STUP (96A) Screen - Method 1

Screen 1 – Ready Screen. Enter File Number and EIN
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1. On the Command line, type STUP and a four letter password.

2. If applicable, enter a VA File Number.

3. Tab (Press F10 key) to the Requestor ID field. Enter an EIN.

4. Press ALT-ENTER to display the STUP 96A screen.

5. The cursor defaults to the EMP NO field.

Accessing the STUP (96A) Screen - Method 2

1. On the Command line, type STUP and a four letter password.

2. Press ALT-ENTER to activate the 96A screen.

3. Press TAB key once to move the cursor to the EMP NO field.

4. Enter the EIN number, e.g. 1290.

5. The cursor automatically moves to the VA FILE NUM field to allow you to

enter and search for a file number. Leave blank if BDN user is not a veteran.

6. Press ALT-ENTER (first-time). To find and display both an EMP record and/or

a VA file number.

a. New User (non-veteran). If the EMP is not found and the VA File

Number is not found in BDN, the following message appears: (Screen 2)

“No PASS Record for This Badge. Enter VA Claim Number If

Applicable”.

b. New User (veteran) (Screen 3)

“No PASS Record for This Badge. Enter or Change VA Claim No if

Incorrect or hit Alt/Enter to Continue.”

c. Current Users. If an existing EMP record is found and the VA file

Number is not found or the employee is not a veteran, the following message

appears:

“Enter a VA Claim Number if Applicable”
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7. The cursor is repositioned to the EMP NO field.

Screen 2. New User (Non-Veteran)
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Screen 3 - New Employee (veteran)

Note. The EIN and VA File Number are not linked unless the top-half and bottomhalf

of the 96a screen are complete. Check that the names under “Security Data” and

“Sensitive Data” match.

Add/Update BDN User Accounts

1. Starting from the EMP NO field, e.g. 1290. Press ALT-ENTER (second-time)

key.

2. The Cursor moves to the Password area (next to EMP NO), and the employee

fields on the top-half of screen are activated and ready for data entry.

3. Tab once more to move the cursor to the SSN field. Except for Service

Organization employees (VSO), the SSN is a required entry for VA employees.

4. Continue to press the TAB key screen to navigate to each field to be completed.

The BDNSA must complete the 96A screen before moving to the 96B Screen.

5. For New Accounts:

a. Take snapshot of the 96A screen for record keeping purposes.
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b. Press ALT-ENTER.

Screen 4 – Completed 96A screen. ADD/UPDATE User (non-veteran). Ready for 96B

screen.

6. For Current Accounts:

a. Press F10 to move the cursor to the ACTION/NEXT SCREEN. This

positions the cursor to move to the 96B screen.

b. Enter “96B”.

c. Take snapshot of the 96A screen for record keeping purposes.

d. Press ALT-ENTER keys. This will activate the 96B screen. You must

complete the 96A screen before moving to the 96B screen

7. Complete the commands on the 96B screen. Press ALT-ENTER keys --OR--

8. Press F10 key to position cursor in the NEXT SCREEN field.

9. Type 96A. Press ALT-ENTER keys to save 96A/96B screen
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10. This action return control to a blank 96A screen instead of going back to the

Ready Screen. You can search for the next user without starting on the Ready

Screen.

11. Take snapshot of the 96B screen for record keeping purposes.

Screen 5. Completed 96B Screen. Press ALT-ENTER to save commands.
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Screen 6 – Current Regional Office BDN User (non-veteran) account

Deleting BDN User Accounts

1. Press ALT-ENTER (twice) to activate edits and delete function. Press ALTENTER

to check if the cursor moved to the password field (immediately to the right

of EMP NO). This is your clue that the 96A screen is ready to accept data inputs or a

delete action.

2. Press F10 key to move the cursor to the ACTION/NEXT SCREEN field.

3. Type DEL.

4. Press ALT-ENTER key.

5. Check for message “Security File Has Been Updated. Click F8 to Start New

Command”

6. Take snapshot of the 96A screen for record keeping purposes.
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Screen 7 – Current VSO BDN User (non-veteran) account. Note SSN is “blank”

Note - The STUP 96A edits does not enforce a SSN for VSO users.







		








