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SUBJ:  Alternate Information Security Officer (AISO) Security Certification








This letter provides information for the Cyber Security Practitioner (CSP) qualification and certification program available for VBA employees in AISO positions.  








Overview





Secretary Principi made a commitment to Congress that a rigorous qualification and certification program would be established for VA’s ISOs.  VBA ISOs have successfully passed the ISO CSP exam and this program is now available to VBA AISOs.  Although the Office of Cyber and Information Security has not imposed a training mandate, Regional Office (RO) Directors are encouraged to allow AISOs to complete the online curriculum and take the exam.  RO Information Technology staff personnel are also welcome to take the course and exam.








What AISOs Should Do  





In order to receive a CSP Certification from OCIS, each AISO must:


Sign in and enroll in the CSP program, 


Successfully complete all module exams, 


Successfully complete the on-line certification exam, and


Complete the program exam.  





The AISOs should access the CSP training materials via the OCIS website at http://vaww.infosec.va.gov/type1/byCat.asp?id=146.  





The Computer Based Training (CBT) is intensive and does not go into the detail of the training given at the CSP training sessions in Dayton, San Francisco, and the Austin ITC.  Specific questions will be taken from both current policy and National Institute of Standards and Technology (NIST) documentation.  AISOs should familiarize themselves with the materials listed in the enclosure and have them available before signing on to the CBT.
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Who to Contact if You Have Questions





Questions concerning the information above may be referred to Kevin Causley, Field Liaison Staff, at (202) 273-6974, or Terri Cinnamon, Project Manager, CSP Professionalization for OCIS, at (304) 262-7314.  











							/s/


						Daniel L. Cooper


						Under Secretary for Benefits
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Enclosure





Cyber Security Practitioner Training Reference Materials





Computer Security Act of 1987


		 http://www.epic.org/crypto/csa/csa.html


OMB Circular A-130, Appendix III  http://www.whitehouse.gov/omb/circulars/a130/a130appendix_iii.html


Federal Information Security Management Act (FISMA) http://www.fedcirc.gov/library/legislation/FISMA.html


Title III, 2002 E-Gov Act  http://www.cio.gov/documents/e_gov_act_2002.pdf   


Federal Managers Financial Integrity Act of 1982 (FMFIA) and OMB Circular A-123


http://www.fedcirc.gov/library/legislation/FISMA.html  http://www.whitehouse.gov/omb/circulars/a123/a123.html


National Institute of Standards and Technology (NIST) Special Publications (SP) 800-12, An Introduction to Computer Security: The NIST Handbook  


		http://csrc.nist.gov/publications/nistpubs/800-12/


National Institute of Standards and Technology (NIST) Special Publications (SP) 800-14, Generally Accepted Principles and Practices for Securing IT Systems http://vaww.infosec.va.gov/UploadedFiles/Notices/Nist800-14.pdf


VA 6210, Automated Information System Security http://vaww.infosec.va.gov/UploadedFiles/Notices/secdir02.doc























