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Subject:  One VA Virtual Private Network (VPN) Service





The purpose of this letter is to provide an update on the One VA VPN service implementation within VBA.  As stated in VBA letter 20-03-14, this service will have an impact on all users that remotely access VBA systems.  VBA, working with the VA Office of Cyber and Information Security (OCIS), is planning the implementation for all VBA remote users.








VBA Implementation of One VA VPN Service





One VA VPN will allow remote users of VBA systems to securely connect to VA applications using their own Internet Service Provider (ISP) as central funding for ISP services is not available.  The One VA VPN service will replace VBA VPN, VA Regional Office Remote Access Servers (RAS), and the centralized Philadelphia National Access Service (NAS) remote access methods.








VBA One VA VPN Project Team





The VBA One VA VPN project team, composed of VBA and VA OCIS employees, is in the final stages of preparing guidelines, an implementation plan, and a rollout schedule.  The deployment will be handled in two phases.  Phase one, to be completed by December 31, 2003, will transition remote VBA employees currently using the VBA VPN technology.  The second phase will begin in the spring of 2004, transitioning RAS and NAS users that include VBA employees, Veterans Service Organizations (VSO) and all non-VBA employees.  You are encouraged to share information about this initiative with your local VSOs, principally your state and county veterans service officers.   








What to Expect





All One VA VPN accounts will be created and maintained by the local Information Security Officer (ISO) and Information Technology (IT) staffs.  Training and orientation will be administered via the VBA Broadcast Network.  Additional guidance regarding training and upcoming activities will be distributed to the ISOs and IT staffs from the Office of Information Management (OIM) Hines Systems Implementation Office (SIO), at the Hines Information Technology Center.  Guidance regarding the standards and procedures that remote users must adhere to in order to be allowed to use VPN access will be provided separately to your ISO and IT staffs.  This will include virus protection and firewall software specifications.   








Upcoming Activities





The ISO, Alternate ISO, and IT staff will be trained on technical aspects of the VPN account portal and document control requirements.


Two-way communication links will be set up between the RO and the Access Control Server in Hines.


The VA Central Incident Response Capability (VACIRC) will mail One VA VPN software to each ISO.


A pre-taped satellite broadcast is tentatively scheduled in December 2003 to familiarize the ISO and IT staffs with One VA VPN.





VBA’s One VA VPN project manager, Kelly Young, will provide your ISO and IT staff with additional guidance.





	


Questions





We will provide further updates and information as it becomes available.  If you have questions, please contact Kelly Young, Systems Engineering Staff, OIM, at 


(202) 273-6884.











								/s/


		Daniel L. Cooper


	Under Secretary for Benefits
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