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SUBJ:  Interim Authority to Operate (IATO) the Veterans Benefits Administration (VBA) Local Area Network (LAN) System



The Veterans Affairs Information Technology Security Certification and Accreditation Program (VA ITSCAP), as prescribed in VA Directive 6214, establishes a uniform, standards-based policy for the Certification and Accreditation (C&A) of VA information systems.  VA ITSCAP requires that mandatory, minimum security requirements are in place and technically and non-technically evaluated (certification); and that senior VA officials authorize system processing prior to operations (accreditation).  Over the past several months we have had discussions with regional offices (ROs), information technology centers (ITCs), and systems development centers (SDCs) regarding the requirement for VBA LANs to acquire C&A.  This letter provides further detail on C&A for the VBA LAN System.





C&A for the VBA LAN System



The Waco RO was chosen as the representative site for acquiring a ‘type’ certification for the VBA LAN System.  VA’s Office of Cyber and Information Security (OCIS) reviewed the documentation provided by Waco which included:



System Security Authorization Agreement

Preliminary Risk Assessment

Security Test and Evaluation Plan and Execution

Contingency Plan



VA’s Acting Assistant Secretary for Information and Technology and the Chief Information Officer, has granted the VBA LAN System an IATO until February 1, 2004.  In order to promote the ‘type’ certification for the entire VBA LAN System, i.e., for all VBA LAN systems, each station Information Security Officer (ISO) is responsible for developing the following for their RO LAN:



System Security Plan (SSP)

Preliminary Risk Assessment

Contingency Plan
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Status of Full Authority to Operate (FATO) the VBA LAN System



Most ROs have provided their SSP and contingency plan and these documents have been provided to OCIS.  Sites that have not provided their SSP and contingency plan are asked to provide the documents to their Network Service Center (NSC) by December 31, 2003.  ITCs and SDCs should forward their documents to Kevin Causley, Office of Information Management (OIM), Field Liaison Staff.  The sites’ responses to the OCIS request for input to the annual Federal Information Security Management Act (FISMA) survey will serve as the “preliminary risk assessment.”  OIM and OCIS will work to correct all deficiencies identified in the FISMA survey, verify that all response settings are correct, and produce a final risk assessment and residual risk statement prior to the expiration of the IATO on February 1, 2004.  The information provided by your station will be used to create a complete VBA LAN C&A package for application to OCIS for a FATO.





Questions



If you have questions about the C&A process, please contact your NSC ISO.







							/s/

	Daniel L. Cooper

	Under Secretary for Benefits






































