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The purpose of this letter is to provide general information on One VA Virtual Private Network (VPN) service.  The Department of Veterans Affairs (VA) Office of Cyber Security (OCS) is working to implement a national One VA VPN service.  This service will have an impact on all users that remotely access VA systems.  








Implementation of One VA VPN Service





One VA VPN service is a national remote access solution that will allow VA employees and their business partners remote access to VA systems.  Implementation of the One VA VPN service will provide improved VA-wide cyber security by reducing the number of system access points vulnerable to external and internal attack.  One VA VPN service will also facilitate intrusion detection through the establishment of centrally configured, managed and monitored online security equipment.  In VBA, the One VA VPN service will replace the current VA Regional Office Remote Access Servers (RAS) and the centralized Philadelphia National Access Service (NAS) remote access methods.








Impact of One VA VPN Service On Remote Users





VA will allow One VA VPN access for VA employees, business partners and contractors that are authorized to remotely access VA systems.  The initial steps in the migration strategy will focus on VA remote users at select VHA test facilities.
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Director (00)


All VA Regional Offices and Centers








   At this time, VBA has not been provided a timeline for migration to One VA VPN


   Service.  We do not anticipate VBA migrating to One VA VPN for at least a year.  


   We will provide additional information as details on the implementation schedule are 


   received.  Please be assured that we will work closely with VA OCS to make this  


   transition as transparent as possible for you and all of our customers.


           





Questions


  


    Any questions should be addressed to Larry Meeks, Office of Information 


    Management, Chief Technology Officer Staff, at 202-273-6887.  








							/s/


	Daniel L. Cooper


	Under Secretary for Benefits








