





�
DEPARTMENT OF VETERANS AFFAIRS


Veterans Benefits Administration


Washington, D.C.  20420


�
�



	





March 14, 2003                                                                                                                                                  VBA Letter 20-03-10





Director (00)


All VACO Services and Offices, Regional Offices and Centers, and Privacy Act Officers 





SUBJ: General Privacy Awareness Training 








BACKGROUND INFORMATION





�The Health Insurance Portability and Accountability Act (HIPAA) of 1996, provides legislation to protect the integrity, confidentiality, and availability of patients' individually identifiable health information.  This legislation covers all personal health information maintained in any format, whether electronic, paper, or oral.  Anyone who does not comply with this regulation may be subject to individual financial and criminal penalties.  Agencies must maintain administrative and physical safeguards to protect the confidentiality of health information as well as protection against unauthorized access.  This new Federal privacy regulation becomes effective and enforceable on April 14, 2003. 





The Assistant Secretary for Information and Technology issued guidance on VA HIPAA compliance in a January 27, 2003 memo.


 





MANDATORY PRIVACY AWARENESS TRAINING





All VBA employees, contractors, and volunteers must complete the mandatory privacy training by April 14, 2003.   The training will strengthen the awareness of the new regulation and will educate all employees regarding privacy and the protection of veterans’ health and other personal information.





Privacy awareness training can be accessed from the employee’s computer via the VA Intranet website at http://vaww.privacyawareness.aac.va.gov.  The web-based training course will take approximately 30 – 45 minutes to complete.  Provisions must be made for those employees, 
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contractors, and volunteers who do not have access to a computer or who have special needs.  A Section 508 compliant version of the training is available for employees with visual impairments.  








SCREEN RESOLUTION





The Privacy Awareness Training was designed for optimal screen display with a minimum resolution of 800 X 600 pixels using the "Small Fonts" display setting. If the resolution is not set at this level, employees will have difficulty seeing the navigation controls at the bottom of the screen and the full text may not be visible to them.  It is important that they be advised to change their display settings from "Large Fonts" to "Small Fonts" or increase their screen resolution to 1024 X 768.  Employees should be instructed to contact their Information Technology (IT) helpdesk for assistance, if required. 








CERTIFICATE PRINTING





An option to print a certificate indicating successful completion of the training is provided at the conclusion of the training session. Some employees have reported difficulty in printing the certificate.  It is not necessary to print the certificate to show proof of completion.  The system retains that information.  The Report option will allow the certificate to be printed at a later time, if desired.








REPORT ADMINISTRATOR’S RESPONSIBILITIES





Each field station must delegate a Report Administrator.  This administrator will have access to the reporting function of the training module and will be required to monitor training progress for their respective offices.  VA Form 9957, ACRS Time Sharing Request Form, must be submitted by the Report Administrator to allow required access.  Report Administrator instructions are contained in the enclosed Report Administrator’s Guide for General Privacy Awareness Training.  The Report Administrator will assist in reminding employees of the requirement to complete the training in a timely manner.  





Ms. Frances Vicki Hudzik and Ms. Delta Reggie Davis have been designated as the VACO Report Administrators and will assist field station administrators as needed.  They will provide assistance to VACO employees and submit weekly reports regarding training completed by VACO employees.
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POINTS OF CONTACT 





Questions regarding this training or report processing should be directed to Ms. Frances Vicki Hudzik at 202-273-6710, irmfhudz@vba.va.gov; Ms. Delta Reggie Davis at 202-273-6959, ohrrdavi@vba.va.gov; or Mr. John Buck at 202-273-6953, irmjbuck@vba.va.gov.











							/s/


						Daniel L. Cooper


						Under Secretary for Benefits
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Health Insurance Portability and Accountability Act (HIPAA)


Tip Sheet








HIPAA training is a mandatory requirement for all VBA employees.  The Enterprise Privacy Program (EPP) has developed a Computer Based Training (CBT) program that will take approximately 30 – 45 minutes to complete.  The EPP Help Desk telephone number, 202 273-5070 is listed on the main entry page.  It will be necessary to register prior to taking the training.  These tips will assist you in successfully registering and completing the training.  Please review the entire Tip Sheet prior to accessing the training module.





Ensure screen resolution is set for optimal Internet sizing at a minimum of 800 X 600 pixels.  This can be achieved by clicking on Start/Settings/Control Panel/Display/Settings.  Modify the screen area to 800 X 600 pixels by sliding the adjustment bar.  Click on apply.  Follow on-screen messages, if applicable.





The training can be accessed at http://vaww.privacyawareness.aac.va.gov.





Initial Registration – You must register prior to taking the training session.  Follow the steps below: 





	1.  Click on OK if you are already registered, proceed to the training session.  Click on Cancel if you have not registered.





	2.  Establish a Username. 





	3.  Username consists of last name, first initial of first name followed by a dash and the last four digits of your Social Security Number.  Example: John Doe with SSN of 123-45-6789 would be established as doej-6789.





	4.  Select the appropriate organization from the drop down list provided.  Highlight a single entry in the drop down box and use the down arrow or Page Down to scroll through the available organizations.  The organizations are structured in this format: 


Positions 1-2 Agency indicator - VA 


		Position 3 Space


		Position 4-5 State/Location Indicator  


Example: VA CO Indicates Department of Veterans Affairs/Colorado


	Position 6 Dash


		Position 7 – 80 Station/office information and description





	5.  Click on Next Step





	6.  The Self-Registration screen should be displayed.  Enter appropriate information as identified.  
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Tip Sheet





7.  Password is free-style, not case sensitive, enter a password from 6 - 10 characters.  Confirm password and click on Finish Registration.





	8.  Registration Complete screen should be displayed.  Click on Log-in.





	9.  Username and Password screen should be displayed.  Enter your newly created username and password.  Click on Login.





	10.  Begin your training by clicking the General Employee Privacy Awareness Course.





	11.  Proceed with training
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