DEPARTMENT OF VETERANS AFFAIRS�Veterans Benefits Administration�Washington, DC  20420


�
�
February 10, 2003





VBA Letter 20-03-04





Director (00)


All VA Regional Offices and Centers





SUBJ:  “VA Operations Plan Safe Harbor”








The VA Office of Operations, Security and Preparedness is in the process of developing an operations plan.  This plan, “VA Operations Plan Safe Harbor,” is necessary because of the potential impact of the international war on terrorism and the re-established United Nations weapons inspections in Iraq on VA operations.  It is anticipated that the Secretary will sign the plan in early February.  The letter outlines the plan’s assumptions and intent, and identifies the actions Regional Office Directors are required to complete. 





Plan Assumptions





The “VA Operations Plan Safe Harbor” is based on the following assumptions:





The Threat Condition Level Red, Severe Risk of Terrorist Attacks, as determined by the Office of Homeland Security (OHS) Advisory System.





Increased incidences of terrorist activity occurring simultaneously in multiple locations.





A continuing shortage of specialty nurses in VA.





A major mobilization of National Guard, Reserve and recently retired military personnel involving many of the 14,000 VA personnel subject to mobilization.





VA assistance to the Department of Health and Human Services (HHS) in a smallpox vaccination and training plan for selected health care responders nationwide, and in responding to other bio-terrorism attacks.





Increased vulnerability of Information Technology Systems and data nationwide as a result of cyber security threats.
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Safe Harbor will assist VA to prepare to respond to any escalation in the Homeland Security Threat Level.  All personnel must remain focused on execution of VA’s core mission of providing support to veterans and their families, and ensuring the protection of patients, staff and facilities.  Additionally, VA must be prepared to support the Department of Defense, OHS, HHS, and other federal, state, and local agencies  respond to disasters induced by acts of terrorism or natural causes in accordance with the Federal Response Plan and the National Disaster Medical System.





RO Actions





All VA Regional Offices are required to:





Review the physical security of their facilities/work areas.





Encourage all employees to review personal/family readiness plans.





Verify the accuracy of orders of succession.





Review COOP plans.





Verify the accuracy of recall rosters for all employees.





Be cognizant of employees who are subject to mobilization and ensure plans are in place for handling their responsibilities upon mobilization.





Be aware that VBA may be called on to augment VHA staff to ensure continuity of critical hospital security and administrative operations in the aftermath of an incidence of mass destruction. 





Please confirm by e-mail that the above actions have been completed by COB�February 14, 2003.  You are also required to e-mail a separate report confirming completion of action item number 6 above.   Enclosed is a guidance sheet and sample format for use in completing item 6.  





A separate e-mail with a draft copy of the “Operations Plan Safe Harbor” and its annexes will follow shortly.  There may be some minor changes to the plan, and additional annexes, when it is released in its final version.  This plan is considered “sensitive.”  This means that it should be labeled “For Official Use Only,” kept in a locked area, copies should be kept to a minimum, and should be shared only with those that have a need to know.                   
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Instructions for Submission of Report 





Please e-mail your responses in the suggested format provided to Mark Ackerman, VBA Office of Emergency Preparedness at ormmacke@vba.va.gov or vavbawas/co/emergency by COB February 14, 2002.  A copy of your response should also be e-mailed to your Area Director.  You may contact Mr. Ackerman with questions or comments by e-mail or by phone at (202) 273-7584.  Thank you for your cooperation.








								/s/


							Daniel L. Cooper


							Under Secretary for Benefits








Enclosures





�
Guidance for Planning for the Impact of a Large-Scale Mobilization





This document is intended as a guide to assist VBA facilities in planning for the potential impact of a large-scale mobilization on a regional office.  





We are providing some key questions to answer, and suggesting some remediation strategies.  Please include narratives where you feel it is needed to assist in explaining your answers.








What is the total number of employees and contractors subject to mobilization at your facility?








How many employees are in each occupation? (Please list the occupation by series and the number of employees in each series that may be mobilized).








What functions or operations will be affected (Please list from highest impact to lowest impact)? NOTE: There may be some functions that have a very small number of employees subject to mobilization, but have significant impact on the operations of the office or center.








Please list any other challenges you expect to encounter and what efforts you will initiate to ensure continued operations at your facility. 








Please provide the strategies you will employ in response to the temporary loss of those employees who may be mobilized.  Provide a copy of your response to your Area Director and ensure you discuss your plans with your Area Director prior to implementation.



































�
SAMPLE FORMAT  








Station Number  ____XXX_________________________








For all employees subject to mobilization:  (example follows)


   			         Operations impacted


Occupations (by series)	Number of employees	         (highest to lowest)


VSR�
10�
Claims processing�
�
IT Specialist�
2�
Information Technology�
�
Program Assistant�
1�
Director’s Office�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
					





VSR- This will have a significant impact, but most of the impact can be absorbed by limiting annual leave and the use of overtime.  





IT Specialist- This is a critical shortage for us, and we would ask for assistance from (identify facility) not significantly impacted in this area. (or) 


We have someone with this experience that recently retired.  We have maintained contact with him/her, and he/she would consider a return to employment in this type of situation.





Program Assistant-


This will have the least impact on us.  Based on the low number of program assistants subject to mobilization, we will be able to absorb many of the program assistant duties.  





This sample format is intended as an example and is not intended to limit your strategies. Please contact Mark Ackerman, VBA Office of Emergency Preparedness, with questions or comments on this, via e-mail (ormmacke@vba.va.gov), by phone at (202) 273-7584 (office), or (202) 497-4588 (cellular) during non-duty hours.  Thank you for your assistance.  








