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Subject:  Wireless Local Area Network (LAN) Equipment



Why Is the Use of Wireless LAN Equipment Being Reviewed?

The Office of the Inspector General (OIG) identified serious security concerns with the use of wireless local area network (LAN) equipment at some Regional Offices (ROs).  On June 14, 2001, I directed the suspension of the use of all wireless LAN equipment until the Office of Information Management (OIM) certified that all sites have successfully installed and tested adequate safeguards.



What Must I Do to Certify That Adequate Security Safeguards Have Been Implemented?

You have reported the use of wireless LAN equipment at your site and the suspension of its use.  The following paragraphs will guide you on what steps need to be taken to certify that adequate security safeguards have been placed on your wireless equipment.  Once security safeguards have been certified, you will be able to resume the use of your equipment to assist you in the processing of veterans’ claims.



If your wireless equipment is capable of performing encryption (Wired Equivalent Privacy (WEP) 802.11b) per the enclosure, then your Information Technology (IT) staff must certify that encryption is enabled in order to resume the use of your equipment.  This may require the IT staff to contact the vendor to find out how to enable encryption.  Some ROs are using the same equipment.  One RO will be tasked with developing and documenting the procedures for their type of equipment.  Once completed, these procedures will be shared with the other ROs who have the same type of equipment.  This will eliminate duplication of effort.  San Diego will develop procedures for their equipment type and share them with the Los Angeles and Reno ROs.  Oakland will develop procedures for their equipment type and share them with the Philadelphia and Montgomery ROs.
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Some ROs have a Wireless Access Point (WAP) that is capable of encryption, but the Network Interface Card (NIC) that is being used does not allow encryption.  In these cases, the NIC must be replaced with an WEP-enabled card.  Encryption must then be certified as enabled in order to resume use of your equipment.



For those ROs who have equipment that is not capable of encryption, e.g., Blackbox or Proxim, it will be necessary for you to replace the equipment with Wi-FiTM certified equipment.  Wi-FiTM provides a higher level of security on WEP-enabled equipment, which will ensure that data transmission is as secure as possible.  A product that is WEP compliant may not be Wi-Fi™ certified.  However, a Wi-Fi™ certified product is WEP compliant.  For more information, go to the website at http://www.wi-fi.org/ certified_products.asp.



When you are ready to certify that your equipment meets the requirements stated above, please e-mail the VAVBAWAS/CO/FLS mailbox.  Don Williams, Chief Technology Officer (20SA), will then give you the authorization to resume use of your wireless LAN equipment.



Are There Plans to Standardize the Implementation of Wireless LAN Equipment?

For ease of maintenance, management, and support, OIM is working on the implementation of a single-vendor solution where all ROs would be supplied with the same wireless LAN equipment and provided standard guidelines and procedures.  Once this equipment is selected, tested, and documented, it will be sent to the Hines Pre-Production Environment to become a part of the Veterans Benefits Administration (VBA) baseline hardware/software platform.  VBA will need to secure funds for this acquisition so we cannot say when this will occur at this point in time.



Whom Should I Contact Regarding Any Questions I May Have?

Technical questions should be referred to Don Williams at (202) 273-6904.  All other questions should be referred to John Muenzen, Acting Director, Field Operations Liaison Staff, (202) 273-6947. 





						          /s/

						Patrick Nappi

						Deputy Under Secretary for Benefits



Enclosure

�

Inventory by each RO:



Count�RO�Vendor�Product description�Qty�WEP�Wi-Fi™ Cert.��1�LA�Cisco�Aironet AP4800-E (WAP)�2�Y� �� � �Cisco�Aironet NIC�2�Y� ��2�RENO�Cisco�Aironet AP4800-E (WAP)�1�Y� �� � �Cisco�Aironet NIC�1�Y� ��3�SAN DIEGO�Cisco�Aironet AP4800-E (WAP)�1�Y� �� � �Cisco�Aironet NIC�1�Y� ��4�Oakland�Cisco�Aironet Air-AP342-E (WAP)�2�Y�Y�� � �Cisco�Aironet Air-AP342-E (NIC)�2�Y�Y�� � �Cisco�Aironet Air-AP1342-E (NIC)�10�Y�Y��5�Philadelphia�Unknown�AP3000 WAP�2� � �� � �Cisco�Air-AP342-E (WAP)�2�Y�Y�� � �Cisco�Air-AP342-E NIC�2�Y�Y�� � �Intermec�2100 (WAP)�1�Y�Y�� � �Proxim�RangeLan2 7400 NIC�6� � �� � �Intermec�11 (WAP)�5�Y� ��6�Newark�Intermec�11 (WAP)�1�Y� �� � �Proxim�RangeLan2 7400 NIC�1� � ��7�Montgomery�Cisco�Airo 340 �1�Y�Y��8�Des Moines�Intermec�2100 (WAP)�2�Y�Y�� � �Proxim�RangeLan2 7400 NIC�2� � ��9�Detroit�Intermec�2100 (WAP)�1�Y�Y�� � �Proxim�RangeLan2 7400 NIC�1� � ��10�St Paul�Intermec�2100 (WAP)�1�Y�Y�� � �Proxim�RangeLan2 7400 NIC�1� � ��11�Washington�Intermec�2100 (WAP)�2�Y�Y�� � �Proxim�RangeLan2 7400 NIC�2� � ��12�Lincoln�Backbox�LW0020A (WAP)�2� � �� � �Backbox�LW0024A NIC�2� � ��13�Boston�Backbox�LW0055A�3� � �� � �Backbox�LW0054A NIC�2� � ��14�Wichita�3Com�AirConnect�1�Y�Y��15�Chicago�Intermec�0111A04�2� � �� � �Proxim�Rangelan2 7400 PC �3� � ��16�Denver�Intermec�2100 (WAP)�1�Y�Y�� � � � � � � ��




