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SUBJ:  Review of BDN Security File Listing





This letter is to inform Regional Office Directors, Center Directors and Information Security Officers (ISOs) that they will soon be receiving quarterly listings of BDN users under their jurisdiction.  These reports are being sent based upon a recommendation from the IG Report 99-00169-97, Audit of the Compensation and Pension Program’s Internal Controls.





What is a security file listing?





Each individual with access to BDN is recorded on the security file listing.  The report lists the person’s employee number, name, file number (if the user is a veteran), organization code, sensitive file access level and whether or not they have access to the description of diagnostic codes.  ISOs will receive one listing for each Regional Data Processing Center where individuals have BDN access.





What actions should be taken when reviewing the reports?





ISOs should review these reports to:





Ensure that no individual has more than one account in BDN.  Each person with access to BDN can have only one Employee Identification Number (EIN) representing a single BDN access authorization.





Verify that all employees with veteran status are correctly identified in the listing.  If an employee is a veteran, the listing should show a claim number.  If an employee’s claim number is not shown, BDN must be updated to
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link the security and sensitive file records.  Please refer to VBA Letter �20-01-11, Benefits Delivery Network Security and Sensitive Records, dated April 6, 2001, for instructions on how to link security and sensitive records.





Verify that all individuals shown on the listing are current VA employees, currently employed by a Veteran Service Organization or still in a position which requires BDN access (e. g., VA work-study student, temporary employee).





Delete BDN access for individuals who have left VA or where access is no longer needed.





What are VACO responsibilities?





Staff in VBA’s Security Infrastructure and Protection Office (SIPO) will review these reports periodically to see if duplicate access authority by individuals has been removed.  Security personnel at the field stations will be notified when action on duplicate access has not been resolved.  The Office of Field Operations will be notified when stations fail to resolve the discrepancies.





Whom to contact for assistance?





Questions may be referred to Donald Johnson, Security Infrastructure and Protection Office, who can be reached on 202-273-6840.











						          /s/


Joseph Thompson


Under Secretary for Benefits


