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Subject: Benefits Delivery Network Security and Sensitive Records





The purpose of this letter is to notify the Benefits Delivery Network (BDN) security administrators that VA employees who are veterans and use the network must have their VA file numbers included in their security profiles.





What is a security profile?





A security profile is the security/sensitive data screen (96A) used to create a password and assign commands needed to use BDN.





What is a sensitive record/file?





A sensitive record or file is a BDN veteran record that has been given a level of protection from the lowest level of 1 to the highest level of 9.  Records given sensitive levels are placed in this category for restricted viewing.  Only users with a sensitive access level equal to or higher than the record level can view these records.





The importance of linking security and sensitive records together.





The Office of the Inspector General has reported that during their reviews of station BDN security, they are finding evidence that security and sensitive records are not being linked on the BDN security/sensitive data screen for employees who have been identified as veterans with a file number.  It is very important that BDN security administrators ensure that employees who are veterans have their security and sensitive records joined together on the 96A screen to prevent employees from altering their own records.  Employees with processing or update commands can make changes to their own records when security and sensitive records are not linked together.
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Director (00)


All VA Regional Offices and Centers





VBA BDN/CSS Security Overview Broadcast





BDN security administrators are asked to review the BDN/CSS Security Overview that was broadcast on April 14, 2000.  This broadcast went over the basic instructions for entering records in Common Security and BDN.  Instructions for linking records together are included in the enclosure.








Common Security User Manager





The Common Security User Manager (CSUM) is used to enter sensitive records in BDN, make changes to sensitive records and delete sensitive records for BDN.





Relatives of VA employees





In addition to employee veteran records, BDN security administrators should make sure all relatives of VA employees with BDN records and other records that may present a conflict with employees are recorded in the sensitive file and properly identified.  A statement on the reference line field in CSUM should identify the relationship to the employee, for example, John Hatfield, father of Don Hatfield in VSC.  Suspense dates on relatives and other records should not exceed two years.





Points of Contact





Please contact Donald Johnson who can be reached on 202-273-6840 or Gregory Johnson who can be reached on 202-273-7046 for any questions concerning these procedures.








						


						          /s/	


Joseph Thompson


Under Secretary for Benefits








Enclosure
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BDN Employee and Sensitive Records “Linking” Procedures





Sensitive records for employees who are veterans are created when VA hires an employee and the employee has veteran status.  The sensitive file in corporate and Benefits Delivery Network (BDN) must be updated with new information, when the CSS/BDN security Administrator is notified of a hiring action.  If a VA employee is a veteran, they must be placed in the sensitive file.  Complete Item #5 on Terminal Access Request (VAF 20-8824) form by entering the VA file number.  





What do I need to Remember about CSUM and BDN when I am Updating the sensitive files?





Enter the employee file number through CSUM to provide a sensitive record.





Provide his or her access and commands through the BDN system.





In order to link the records you have to bring both the access and sensitive record up on the security/sensitive date screen (96A)  and put a "c" in both the EMP and SENS fields and then Alt/Enter.  If the BDN employee record and the sensitive file are not “linked”, and you perform a Security Table Update (STUP) command on the 96A screen and identify him or her by a TAC (BDN employee ID) number, only the access record shows up.  If you enter the VA file number, either on the Ready Screen or 96A screen using STUP only the sensitive record shows up.  A clue to a non-linked record, you would have to enter both Employee Number and VA file number with the STUP command to have both entries show up on the 96A-screen.


 


When I Receive a VAF 20-8824 for a New Employee, how do I get Started?





If a VA employee is a veteran, bring up CSUM (Sensitive File) and do a BIRLS INQUIRY to verify the file number.  If a VA employee is not a veteran, proceed to the 96A- security/sensitive data screen (STUP-BDN) to create an employee profile record.





Using CSUM, create a sensitive record for new employees, or make changes to an existing sensitive record, or delete a sensitive record.  Complete all required fields per CSUM manual. 
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Press ADD.  To make a change or delete a current record, press UPDATE, or DELETE button. 





Process additional requests by pressing the CLEAR button or exit CSUM.








I want to determine if the sensitive Record from CSUM and the BDN employee Record exist in BDN.  What do I look for?


(New records)





 Determine the BDN 4-digit Employee Number you are going to assign to an employee.





 At the BDN Ready Screen, type the Command “STUP”, a file number (FN) in the File Number field, and the BDN employee number in the Requestor ID field and Alt/Enter. 





If no employee record exists, the top portion will be blank except for the SURNAME field and EMP NO field with the 4-digit number you entered and VA LOC field.  The EMP DUTY STATION (EMP DS) will show a valid duty station number if a file number already exists.





On the bottom portion of the 96A screen, check to see if VA FILE NO, RECORD LEVEL, SUSP DATE, and REFERENCE fields are displayed.  This indicates that a sensitive record exist.  If no data exists and the employee has a file number, or the sensitive data displayed is incorrect complete the security entries and exit the 96A screen.  Go back to CSUM to add the file number or if something is wrong with the file number or information on the REFERENCE line needs correcting.





What do I do if the Employee Data on the 96A screen is not correct or is missing?





If a field is not complete or incorrectly filled in, you will receive a “missing and/or invalid data” message.  





Enter an action code, (A) or (C) in the EMP field.  Or to combine the records, enter EMP (A) or (C) and SENSITIVE (C) as described below. 





Add the employee information to complete creating the security profile. 





To change incorrect employee data, enter EMP (C) and SENSITIVE (C).














How do I “Join” the Sensitive Files and Employee Records in BDN?





If information in the security portion and sensitive portion of the 96A screen are complete and you get the message “security file update complete”, you do not have to “join” (Alt/Enter) the two parts of the BDN security record. 





Option 1 to join records together (no-change in existing information).  Do a change EMP (C) and SENSITIVE (C) and Alt/Enter to link the two.





Option 2. (Add EMP).  Do an EMP (A) and a SENSiTIVE (C) and Alt/Enter to link the two.   Note - Do not do a SENSITIVE (A) in BDN.  Go back to CSUM.  








Did you receive a message “security file update complete”?  





Clear the 96A screen.


Re-enter the EMP number (4-digits)


Are the Employee data and Sensitive record data appearing together on the screen?  If so the records have been successfully linked together.





What about other sensitive records?





Use CSUM to create other sensitive records that are not VA employees, such as Veterans Service Officers, relatives, work-study students, VIPs, etc.





Instructions for linking sensitive and security records together will be included in appendix D of the user guide for the Common Security User Manager application.





