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Subject:  Unsecured dial-in connections





VA Directive 6212 was distributed to field IRM staffs in September 2000.  The Directive addressed unsecured dial-in connections to VA networked computer systems and required that all such connections be terminated or secured.  Security measures include firewalls, intrusion detection software or other security software or hardware.  No additional guidance was provided even though compliance would have resulted in the deterioration of service to veterans and their families.  





The Department issued additional guidance on unsecured dial-in connections by a Memorandum dated October 13, 2000.  The memorandum was distributed to field facility Directors and is enclosed for your review (see enclosure 1).  The memorandum addresses security vulnerabilities associated with modems installed on individual personal computers and the use of remote access software products such as CloseUp, PCAnywhere or LapLink.  





VBA’s Security Infrastructure Protection Office (SIPO) is reviewing remote access to VBA information systems as part of an overall assessment of VBA security policies, practices and procedures.  The Office of Field Operations, in conjunction with the Network Support Centers (NSC), is also reviewing RO security and systems operation.  This memorandum is intended to provide VBA field stations with interim guidance on how to comply with these recommendations while maintaining the current level of service to veterans and their families.  





Regional Offices should remove modems from workstations connected to the Local or Wide Area Networks unless they are required to support the applications identified in this paragraph.  Additionally, the use of CloseUp, PCAnywhere or 
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similar products should be curtailed to the extent possible.  All other remote connections should be disconnected unless there is a compelling business need for such a connection.  The local facility or service director must certify this business need as described  in paragraph 5.





WINRS  - The current WINRS application uses an unsecured modem connection to conduct nightly synchronization of out-based employee WINRS data.  Corporate WINRS will replace this system with a secure remote access capability beginning in February of 2001.





VACERT – VACERT uses an unsecured modem to transfer enrollment information between school officials and the Regional Processing Offices


(RPO).   No method for securing this dial-in connection is available.  There are communications alternatives available that can be used to provide secure communications between the schools and the RPOs including the use of Virtual Private Networks and the National Access Services (NAS) when available. 





Facility or Service Directors must assess, consistent with their operational requirements, the need for continuing to utilize unsecured communications.  If they determine that operations or service delivery would be adversely affected by terminating the use of unsecured communications, they must authorize the continued use of those unsecured connections by submitting a Statement of Risk Acceptance (Enclosure 2).  Completed statements should be mailed no later than January 29, 2001 to the: 


Security Infrastructure Protection Office


Attn:  James Thompson, Chief, SIPO (20S6S)


810 Vermont Avenue, NW


Washington, DC 20420
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VBA’s SIPO will provide a consolidated listing of the Risk Acceptance Statements to the Office of Field Operations and the Department Information Security Program Office.   





Additional unsecured network communications have been identified that do not affect operations or service delivery. The Systems Implementation Office (SIO) will be assessing those connections and looking at alternatives to minimize VBA's exposure to unauthorized network penetration.  





Questions should be referred to James Thompson, Chief, Security Infrastructure Protection Office (SIPO), who can be reached at (202) 273-7050.  The SIPO e-mail address is VAVBAWAS/CO/SECURITY.











          /s/


Joseph Thompson


Under Secretary for Benefits 





Enclosures:  (2)



































�
Enclosure 2


Statement of Risk Assessment





All VBA components shall report their continued use of modems on workstations connected to local area networks or wide area networks in the following format.


Facility Information - facility name and station number or similar unique identifier.





Point of Contact – person responsible for maintaining and securing the dial-in connection.








Phone number – phone number of the POC





Location of Connection – provide sufficient detail to easily determine where the connection is located.  (For example, Room Number and Serial Number of Device)














Justification for Connection – Provide a brief justification for why this connection is essential to the organization’s mission, and why the connection that cannot be terminated.














Authorized for Use: By signing below you accept responsibility for an unsecured modem connection that is deemed essential within your organization.


Information Security Officer:	____________________ Date: ___________ 


Phone Number:			____________________


(Print name here)			____________________


IT Supervisor:			____________________ Date: ___________ 


Phone Number:			____________________


(Print name here)			____________________


Facility Director or 


    Authorized Designee:		____________________ Date: ___________ 


Phone Number:			____________________


(Print name here)			____________________


�






Enclosure 1





THE DEPUTY SECRETARY OF VETERANS AFFAIRS


WASHINGTON








OCT 13, 2000








Memorandum for Administration Heads, Assistant Secretaries, Deputy Assistant Secretaries, Field Facility Directors, and Other Key Officials





Subject:  Unsecured dial-in connections





This memorandum directs immediate compliance by all employees, program managers, and facility managers with the security policy approved by the Department’s Chief Information Office’s Council and communicated by the Acting Chief Information Officer in a memorandum dated January 21, 2000.  The security policy prohibits all unsecured dial-in connections established by employees, contractors, or other individuals with access to networked devices.  The most common example of this vulnerability is where the individual installs in, or attaches to, their individual office personal computer a dial-In modem, and operates on the device a consumer-level remote access software product such as PCAnywhere or LapLink.





The most common corrective action required is to permanently disable each unsecured connection (e.g. removing the modem, disconnecting the analog phone connection, uninstalling the product) and take measures to assure that the individual who installed the connection understands the Department’s prohibition on such connections and the serious risk such connections create for VA.  Apart from the corrective actions described above that may be taken by the individual employee, I expect each facility to survey all client workstations, servers, routers, or any other network-connected devices at the facility.  All modem connections in these devices will have the modem removed If feasible, or have any other alternative remedial actions performed on the device as are considered necessary by management to achieve adequate security.  If a particular dial-in connection is considered essential to program mission, the facility must authorize in writing by December 1, 2000, to the Department Information Security Program Office, the continued operation of the connection on an adequately secured basis.  Facility-level and office-level authorizations must be available for subsequent audits by VA security officials.








Edward A. Powell, Jr.


Acting

















