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Subject:  Implementation of Strong Passwords





The purpose of this letter is to notify you that we plan to require all VBA employees to use strong passwords to log on to applications accessed through Common Security beginning December 11, 2000.





Why are Strong Passwords being implemented?





Strong passwords are fundamental to the adequate security of information resources.  Audits have repeatedly succeeded in penetrating VA networks because our passwords are weak.  The Acting Principal Deputy Assistant Secretary for Information and Technology (005) mandated the use of strong passwords on all VA computer systems.  We have already implemented strong passwords for Benefits Delivery Network (BDN), Local Area Networks (LANs) and screen savers.  This effort will complete the implementation of strong passwords for VBA computer systems.   





What is a Common Security Strong Password?





Common Security strong passwords are case sensitive, must be eight characters in length, and contain three of the following four kinds of characters:  


upper case letters 


lower case letters


numbers


characters that are neither letters nor numbers (like “#”, “@” or “$”).  





What can employees expect?





After close of business Friday, December 8, 2000, all users’ Common Security passwords will be reset to their user-id in Uppercase.  Effective December 11th employees will logon on with their UPPERCASE Common Security user-id and then will be prompted to change their password.  Thereafter, passwords must be changed every ninety days. 
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What will your IRM staff have to do?





The Office of Information Management (OIM) modified the Common Security log on routine for the VBA applications listed below to support the implementation of strong passwords.  


  


AVAPS�
Automated Voucher Audit and Payment Systems�
�
ACTLOG�
Activity Log�
�
BDN301�
Benefits Delivery Network interface for RBA 2000�
�
RBA 2000


CAPS�
Rating Board Automation 2000


Claims Automated Processing�
�
CHAIRS�
Chapter 35 Alternate Input Replacement System�
�
CS�
Common Security CSUM�
�
CMU�
Case Management Utility�
�
COVERS�
Control of Veterans Records�
�
CPS�
Claims Processing System�
�
ELI�
Expanded Lender Information�
�
ALPS-LP�
Automated Loan Processing�
�
LS&C�
Loan Service and Claims�
�
PIES�
Personnel Information Exchange System�
�
SHARE�
Share - BDN, BIRLS, SSA, COVERS and Corporate access�
�
VAI�
Veterans Assistance Inquiry�
�
WINRS�
Waco, Indianapolis, Newark, Roanoke, Seattle�
�



Network Servers





IRM staffs will need to re-install these applications on network servers on Saturday, December 9, 2000, once notified by the Systems Implementation Office (SIO).  Friday evening, December 8, 2000, IRM staff will backup network servers in the event a problem occurs and requires a roll back to the original applications.  We estimate that the server installation will take approximately two to three hours to complete. 





Employee Workstations





Each application on the list above that is used by an employee will also have to be re-installed on their workstation. The workstation installations will be time consuming and the installation time on each workstation will depend on the number of applications to be re-installed.
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We estimate that each PC installation on average will take approximately one hour.  Applications on collocated veteran service officer workstations will also need to be reinstalled by your IRM staff.  We will notify veterans service organizations of this strong password implementation at the national level and request you notify them at your Regional Office (RO).  We will also notify VHA, NCA and BVA Intranet BDN/Beneficiary Identification Records Locator System (BIRLS) Access (IBBA) users of this strong password change.





Will normal weekend overtime work be available?





Unfortunately, this installation activity will prevent employees from being able to work the normal Saturday overtime as applications they normally use to perform their work will be unavailable. 





Whom can you contact for assistance?





The OIM Systems Implementation Division (SID) is coordinating this effort and will disseminate detailed technical instructions to your IRM staffs.  Over the installation weekend, staffs of the Information Technology Support Center, Systems Implementation Office, Austin Systems Development Center and Network Support Centers will be on duty to assist ROs.  Information will be provided in the form of a user notice to remind employees of the upcoming cut over to strong passwords.  Questions should be referred to Bill Miller, Director, SID, who can be reached on 708-681-6809.  





We appreciate your cooperation in this matter. 











         /s/


Joseph Thompson


						Under Secretary for Benefits














