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Subject: Restrictions on Internet Use





1.  The Veterans Benefits Administration (VBA) has approximately 10,000 employees with access to the Internet.  To support these users and the hundreds of thousands of veterans who use VBA's Internet applications, VBA has installed two T1 communications lines at the Philadelphia Benefits Delivery Center (BDC).  While this is a significant Internet communications capability, we are rapidly approaching capacity as the number of Internet applications and users have increased.  In order to continue to provide our employees and beneficiaries with the level of service they deserve, we need to restrict the amount of non-business Internet use while increasing our communications capability.





2.  Two separate initiatives are being pursued to achieve this objective.  First, in order to increase our communications capacity, we have ordered the installation of additional communications lines in Philadelphia.  Second, to restrict the non-business related traffic, we will be installing "filtering software."  This will restrict VBA users from accessing many non-business or inappropriate web sites.  The restrictions are based on broad categories and not on the identification of individual web sites or locations.  Initially, we will block users from accessing the following categories:





Violence/Profanity 		Partial and Full Nudity	Sexual Acts


Gross Depictions		Intolerance			Satanic or Cult


Militant/Extremist	Sex Education		Questionable/Illegal and


   Gambling


�
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3.  When a user tries to access a site in one of the above categories, they will see the following message:





“Access to this uniform resource locator (URL) has been explicitly denied.  Due to network bandwidth constraints, VBA has decided to block access to certain non-business related web sites of a questionable nature.  If you believe this site should not be blocked, please supply your Information Resource Management staff with the URL and a business justification and forward this information via e-mail to VAVBAPHI/BDC/LIT for review.”





4.  We appreciate your cooperation in this matter as we work to improve Internet access to veterans and our employees.  If you have any questions, please contact your Service Delivery Network (SDN) analyst.  Technical questions should be referred to John Muenzen, Director, Field Liaison Staff (20SA), who can be reached on 202-273-6622.








						           /s/





						Joseph Thompson


						Under Secretary for Benefits
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