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All VA Regional Offices and Centers





SUBJ:  Request for Security and System Information





1.  The Security Infrastructure Protection Office (SIPO) is reviewing VBA policies, procedures, and the system infrastructures as part of an overall security assessment.  We are able to validate most standard system configurations from the information we have at Central Office, but we need your assistance to answer the questions on the attached questionnaire.





2.  All responses are due no later than October 16, 2000.  If more time is needed to consolidate the necessary data, please contact the appropriate individuals listed below.  Please provide a point of contact should we need more information.  Due to security and time constraints, all responses should be sent overnight mail in a sealed envelope.  Our Express mail address is Department of Veterans Affairs, 5th floor Security Desk, 1800 G Street, NW, Washington, DC 20006.  The points of contact are Gregory H. Johnson who can be reached on (202) 273-7046 or James Thompson who can be reached on (202) 273-7050.








						       /s/	





						Patrick Nappi


						Deputy Under Secretary for Operations
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Station Questionnaire








In your response, please do not include standard station data.  We are only interested in local setups that we could not be aware of.  If you have nothing to report, please send a negative response to us via email.








Office, Organization, or Data Center Name:











Security Staff Names, Phone Numbers, and E-mail Addresses:











3.  Provide a Listing of Active Modems (models, speed, etc.) in Use for Dial-In or Dial-Out functions.  Describe Purpose of  the Modem and the Phone Number Associated with It.











4.  List Remote Access Programs (e.g., LapLink, PcAnywhere, ftp, Personal Web Server, NTRAS and versions) and if Any Modems Are Used with These Programs.











5.  What Network Administration Tools (Permanent or Temporary) is Your Office Using?  (Do not include standard VBA applications on the list.  Only include tools purchased by the station and adopted locally.)











6.  What Network Security Tools (Permanent or Temporary) Are Being Used in Your Office.  Example, CyberCop.  (Do not include standard VBA applications on the list.  Only include tools purchased by the station and adopted locally.)











Provide Copies of Any Locally Developed Station (Not VA/VBA Policies) Security Policies, Security Plans, and Security Directives or Initiatives.





