March 21, 2000





VBA Letter 20-00-11





Director (00)


All VA Regional Offices and Centers





SUBJ:  Notice to Users on Passwords to VBA's Information Technology Resources





1.  The Principal Deputy Assistant Secretary for Information Technology (005) has issued new guidance regarding the implementation of strengthened access controls for information security (IS) within the Department.  These new guidelines were approved in December 1999 by the President's Chief Information Officers' Council.  The new policies, "VA IS Account and Password Management" and "Windows NT Enterprise Security" are enclosed.





2.  Please note that these new controls are the principal indicators used by the General Accounting Office (GAO) and the Department's Office of Inspector General to measure IS.  Each Regional Office and Center Director will be advised by the Hines Benefits Delivery Center (BDC) as to how to implement these policies at a future date.  Each local IS Officer, or designated Network Service Center Manager or IRM Chief, will be responsible to brief local end users the intent and implementation of these IT account and password management and enterprise security policies.  A standard password change notice to all end users will be included in the release of VBA Menu 1.09.  VBA Menu 1.09 will change the way local area network passwords are handled.  These new policies will require commitment at all levels within VBA to curtail our vulnerabilities by strengthening our IS and IT resources.  





3.  In the meantime, should you have any questions please contact James Thompson, Chief, Security Infrastructure Protection Office (20S6), who can be reached on 202 273-7050.





						  /s/





						Patrick Nappi


						Deputy Under Secretary for Operations





Enclosures (2)


�
	Windows NT ENTERPRISE Security POLICY





ISSUE:  Establish the security policies and procedures to be implemented throughout the VA Windows NT Enterprise network and publish them in an interim directive mandating their implementation.





BACKGROUND:  The VA Windows NT Enterprise network provides the operational framework for the VA Enterprise Microsoft Exchange network and a significant portion of the file and print services for VA customers nationwide; in addition, more and more networked medical devices use the Windows NT operating system.  By actual practice, development of information security policies for the various servers that comprise the VA Windows NT Enterprise network has been decentralized.  Several recent security reviews, however, have highlighted significant security deficiencies that occur repeatedly throughout the VA Windows NT Enterprise.  To ensure that the VA Windows NT Enterprise is as secure as possible, it is imperative that VA have a unified NT information security policy.





DISCUSSION:  One of the business strengths of the upcoming Microsoft Windows 2000 operating system is the ability to enforce a unified, top-down information security policy.  The proposed Windows NT information security policies in this paper will be the basis for that top-down information security policy.  However, the VA’s migration to Windows 2000 is not expected to be complete for several years, and information security is a material weakness with VA now.





On June 21 - 23, 1999, the VA NT Enterprise Work Group held a conference in VA Central Office to discuss the current VA NT Enterprise, our proposed Windows 2000 architecture and issues relating to the transition between the two.  Among the briefings on current Information Technology initiatives at the conference was one on the new VA Information Security Program.  This briefing highlighted several NT security deficiencies that had been noted in multiple security reviews at several different VA field stations in recent years.  Although the primary purpose of the briefing was to request that the Windows 2000 architecture include a baseline set of information security policies and procedures, the Work Group determined that most of the baseline information security policies could be, and should be, implemented within the current Windows NT Enterprise network.  These baseline information security measures include:





Strong password functionality.  People tend to select a password that is easily remembered (spouse’s name, type of car, name of a family pet).  Unfortunately, these passwords are easily hacked.  A stronger password uses a mix of character types; within NT, there are four allowable types, upper case letters, lower case letters, numbers and certain special characters (like “!”, “#” or “~”).  This allows a fairly easy-to-remember password, while substantially increasing the possible combinations that a hacker would have to try in order to hack into the account.�
The Microsoft strong password option requires the use of at least three of the four classes of characters; it also inhibits the ability to use a form of the account name in the password.  The strong password requirement will apply to all NT accounts, including all local and domain Administrator accounts; all customer accounts, including individual accounts, generic accounts (like “Helpdesk”) and transient accounts (like guest, temporary or training accounts); all service accounts and the individual accounts of all system administrators.





Minimum password length.  Again, people tend to use the shortest password available.  However, the fewer characters in the password, the easier it is to hack.  A minimum password length of eight characters is considered an information security “best practice”.





Password aging and password history.  These are also information security best practices.  Commonly accepted information security principles require that passwords be changed every 90 days.  In addition, the system should be able to recognize and disallow at least the three most recently used passwords.  Only “Administrator” accounts and service accounts may be exempted from password aging.  After initial use, these accounts should only be used when absolutely necessary; as a general rule, every system administrator in VA should log on using an individual account with appropriate privileges, rather than using the anonymous “Administrator” account. 





Unsuccessful logon attempts.  One way for hackers to gain access to a system is to identify a valid account name (logon ID) and then use a software tool to try every possible combination of characters until one is successful.  To protect VA’s automated resources from such mechanisms, all NT accounts should be locked out after five unsuccessful logon attempts; this provides enough leeway for typographical errors or temporary failure to remember the password without leaving the system vulnerable to a war engine.  The VA NT Enterprise Work Group strongly recommends that the account remain locked out until a system administrator unlocks it; if that is not possible, then the account should remain locked out for at least 10 minutes.





Protect the default “Administrator” account.   Each NT server and workstation comes with a default Administrator account; this account has full permissions on the local device, and the default Administrator account on a primary domain controller also has full permissions within the domain.  Because of the high level of permissions, the Administrator account is a popular target for hackers.  The account cannot be deleted, and most privileges cannot be removed from it.  To protect it, it should be renamed to something a little less obvious.  In addition, once the default Administrator account has been renamed, a decoy Administrator account, with customer-level privileges and a strong password, should be created; logon attempts on this account should be included as part of the intrusion detection monitoring.





�
Protect the default “Guest” account.  Each NT server and workstation comes with a default Guest account that frequently has more privileges than a typical customer account; the default Guest account is one of the common accounts hackers try to exploit, because it usually has an easy password and access to more privileges.  The account cannot be deleted or renamed, but it should be disabled at all times unless it is specifically needed for a certain function.  Even though it is disabled, it should be protected with a strong password, to prevent hacking if it is accidentally enabled.  Please note that the routine use of a guest-type account for visitors is strongly discouraged; if an organization needs such an account, however, it must conform to the same naming convention and strong password policies as all other accounts.





Protect the Security Account Manager.  The Security Account Manager (SAM) of an NT domain contains the account and password files for each account.  It can only be viewed by designated system administrators for the domain.  However, it can be accidentally damaged during certain administrative actions; this could prevent customers from authenticating successfully.  For additional protection from accidental damage, the SAM should be encrypted with a System Key.





Mandatory use of anti-virus protection software.  In today’s environment of evolving virus threats, like the “Melissa” virus, that can be distributed quickly throughout an enterprise, it is essential that every server, firewall and workstation within the VA NT Enterprise network have up-to-date anti-virus protection.  It is not enough that the anti�virus protection be loaded one time; it must be updated on a regularly scheduled basis and on an emergency basis, to ensure that it can protect against the newest malicious code.





Eliminate unsecure modem connections.  At one time, if a customer needed remote access to network connectivity and the files on the desktop, the only option was ‘PC AnyWhere’ or a similar product.  These software products are inherently unsecure, since they require that the workstation be left powered up and logged on; in addition, they generally require a dedicated modem line.  With the availability of Microsoft Remote Access Server (RAS) and other similar products, which provide more secure remote connectivity, this type of connectivity is an unnecessary security vulnerability.  In addition, there is generally no need for individual modem access where workstations are connected through a local area network; a centralized modem pool can provide the necessary connectivity at a lower cost.  Therefore, the use of individual workstation modems should be discouraged, and the use of such modems for inbound remote access should be prohibited.


�



RECOMMENDATION:  That the CIO Council endorse the following information security policies:





All NT domains VA-wide will use the Microsoft strong password option, requiring three of the four classes of characters, for all NT accounts.  In addition, the minimum password length for all NT domains VA-wide will be set to eight characters.





The passwords for all customer accounts and all system administrator accounts must be changed every 90 days, and each domain should “remember” the last three passwords used.  Only Administrator accounts and service accounts may be exempted from password aging.





All accounts will be locked out after five unsuccessful logon attempts.  Where possible, system administrator intervention will be required to clear a locked account.  If system administrator intervention is not possible, the account will be locked out for a minimum of 10 minutes.





The default “Administrator” account on all servers and workstations will be renamed.  Where practicable, a decoy Administrator account, with no privileges, will be established for use in intrusion detection monitoring.





The default “Guest” account on all servers and workstations will be disabled.  Like all other accounts, the disabled Guest account will have a strong password.  Use of Guest-type accounts is strongly discouraged, but, if needed, these accounts must conform to the naming conventions and the strong password policy.





The Security Account Manager (SAM) will be protected using the System Key option.





Use of the most recent anti-virus software updates is mandatory on all servers, firewalls and workstations VA-wide.


�



Use of unsecure modem connections, particularly in conjunction with software products such as PC AnyWhere, will be discontinued in all cases where more secure remote access is available.  In addition, the use of individual workstation modems for inbound remote access is not allowed.





H:/cio-20s/yr2k/winntsecpol





�
VA INFORMATION SYSTEM ACCOUNT AND


PASSWORD MANAGEMENT INTERIM POLICY





Access to information systems resources shall be managed by a combination of technical and administrative controls.  These controls apply to general support systems and major applications, whether the systems are managed directly by VA or by others (e.g. contractors) in the interest of VA.  Uniform policy for access control across all VA systems and networks is needed to support today’s highly inter-connected environment and ensure that weaknesses at one facility do not place all VA information assets at unnecessary risk.  These controls will ensure that only authorized individuals gain access to information systems resources, that these individuals are assigned an appropriate level of privilege, and that they are individually accountable for their actions.  Following are minimum standards for password and user account management.


 


1. Access will be controlled and limited based on positive identification and authentication mechanisms.





	a.  To ensure accountability, all user accounts must be individualized.  





	b.  Controls shall be implemented to require strong passwords.  Passwords shall be at least eight characters in length, and contain three of the following four kinds of characters:  letters  (upper case and lower), numbers, and, characters that are neither letters nor numbers (like “#”, “@” or “$”).





	c.  No portion of associated account names shall be used in passwords.





	d.  Passwords shall be changed no less frequently than every 90 days.   Information systems shall not permit re-assignment of the last three passwords used.





	e.  Accounts that have been inactive for 90 days shall be disabled.





	f.  To preclude password guessing, an intruder lock out feature shall suspend accounts after five invalid attempts to log on.  Where round-the-clock system administration service is available, system administrator intervention shall be required to clear a locked account.  Where round-the-clock system administration service is not available, accounts shall remained locked out for at least ten minutes.





	g.  Operating systems, systems software, and other systems at high risk of compromise are sometimes installed with a standard set of default accounts and associated standard passwords.  Like all accounts, these access routes must be protected by strong passwords; additional measures, such as disabling, renaming, or decoying these standard accounts, should also be employed.





	h.  All VA information systems shall have the ability to audit password activity, specifically when and who last changed a password, and when and who last changed account privileges.





	i.  Systems that cannot meet these minimum standards must be remedied.  Until such time as deficient systems are brought up to these security standards, system owners, as part of their OMB mandated A-130 security plans and risk assessments, shall accept in writing any risk to the VA Enterprise.





Prior to initial account distribution, positive physical identification of individuals receiving accounts shall be conducted.  Positive physical identification can be done by anyone the system administrator can trust to perform such a task.  For example, if an employee needs access to a system located off-site, the employee’s supervisor could make positive physical identification of the employee, and request access via electronic mail.  During the first instance of access with a new account, the initial password must be changed by the individual responsible for the account, in compliance with the password controls defined in this policy.  





 VA system owners shall establish a process to authorize and document access privileges based on a legitimate and demonstrated need to have system access.  Access privilege documentation must be maintained in a manner that makes it easily retrievable by individual user account.  Individuals will be granted access only to those information resources which are necessary for the job assignment.





When systems users are no longer part of an organization, or their duties change, their account access shall be appropriately modified or terminated.  Requests to change access privileges must be signed and forwarded to the appropriate security officials by the individual’s responsible manager.





Systems users shall be trained in their security responsibilities.  This shall include orientation training and annual update training. 





Systems will inform users concerning authorized or appropriate use, either through a network banner, or some other means of frequent notification.





System owners shall establish comprehensive access activity monitoring programs to identify and investigate failed access attempts and unusual or suspicious patterns of successful access.  





System owners shall evaluate account and password management controls periodically to ensure that they are operating effectively.





During the course of each year, individual accounts shall be audited to ensure compliance with the minimum standards outlined in this policy.





