

January 11,2000



VBA Letter 20-00-03



Director (00)

All VA Regional Offices and Centers



SUBJ:  Regional Office/Service Delivery Network Preparedness Exercise 2000





1.  You should have already received and completed the following templates:



VBA Business Continuity Contingency Plan (BCCP) Template for the Regional Offices, December 1, 1998.

VBA Continuity of Operations Plan (COOP) Template for the Regional Offices April 27, 1999.



2.  VBA will conduct tabletop exercises at the nine Service Delivery Networks (SDNs) to test the effectiveness of our Business Continuity Contingency Plan (BCCP) and our Continuity of Operations Plan (COOP). The tabletop exercises, facilitated by SRA International, Inc., will be conducted on an as scheduled basis at each SDN.  It is important that copies of your station’s BCCP and COOP be available during the exercises.



3.  High level objectives for the exercise are to validate the procedural viability of the VBA’s BCCP and COOP, and to familiarize regional office directors on key elements of each plan. The enclosure contains the Exercise Plan.  It provides a brief description of the tabletop as well as the purpose, concept, and specific objectives as they relate to the above plans. 



4.  Participants will be involved in the exercise to test BCCP contingencies and will exercise execution of the COOP.  Exercise participants should concentrate on the issues and their impact on and relationship to the policies, plans, procedures and practices that will be in force during the mock emergency.  It will be a “no fault” tabletop exercise designed to examine issues, not individual performance.  The exercise will be an opportunity to train participants and to test plans and procedures, and will enhance our confidence in the effectiveness of our plans and the adequacy of our preparations.



5.  If additional information or clarification is necessary please contact Al Bissett, VBA Emergency Preparedness Officer (201), on 202-273-7584.





    /s/

Patrick Nappi

Deputy Under Secretary for Operations



Enclosure



�

SDN TABLETOP EXERCISE PLAN





This exercise plan summarizes key aspects of the planned Veterans Benefits Administration (VBA) Business Continuity Contingency Plan (BCCP)/Continuity of Operations Plan (COOP) exercise planned for RO Directors/SDN personnel during January through April 2000.  Topics addressed below include the following:

Exercise purpose

Exercise concept

Exercise objectives (for both BCCP and COOP portions)

Planned participants

Date, time, and location for the exercise





PURPOSE:  The purpose will be to simulate an emergency scenario that will allow the ROs to test their Business Continuity Contingency Plans and their Continuity of Operations Plans from the RO Director and SDN perspective.  At the SDN Breakout session during the Y2K Conference in Pittsburgh in July 1999, RO representatives requested SDN level as well as RO exercises and, specifically, discussions of mechanisms for transferring and sharing information between SDNs during a disaster.





CONCEPT:  These exercises will be conducted as Tabletop Exercises.  As the name implies, they are held around a table and involve the discussion of issues and “what-if” situations, and the development of response options. 



OBJECTVES:  High-level objectives for the exercise are to validate the procedural viability of the RO’s COOP and its BCCP and to train RO Directors on key elements of each plan.  Specific exercise objectives related to each plan are outlined below.



BCCP and COOP Objectives

Objective 1—Validate decision-making procedures concerning activating the Emergency Backup Site (EBS).

Objective 2—Validate procedures associated with relocating COOP teams and mater�ials to the EBS.

Objective 3—Validate procedures for sustaining operations at the EBS.

Objective 4—Validate procedures for resuming full business functions at the RO pri�mary site.



�

PARTICIPANTS:  Planned VBA participants for the tabletop exercise are as shown in the table below.



VBA Organization�Participants��RO Directors�1 Primary/Region��SDN Personnel�1 Primary, 1 Alternate�����Total Participants�Not to exceed 15��

DATE, TIME AND LOCATION



DATE:  The exercise will be during the January through April 2000 timeframe.



TIME:  The exercise will be conducted during a span of time that encompasses slightly more than 3 1/2 hours.  This time period will accommodate about 2 1/2 hours of active exercise “play,” a fifteen minute break, and just over 45 minutes that will be devoted to introductory information before “play” begins, and a “hot-wash” track at the conclusion of the BCCP and COOP session activities.  Exercise play for the BCCP and COOP sessions will be further separated into several parts, with each part involving different exercise objectives and scenario variations.  The overall schedule is as illustrated in the table immediately below.  The subsequent table presents a high-level overview of the scope of the various sessions of the BCCP and COOP sessions (the exercise envisions four scenario updates during the BCCP session and three scenario updates during the COOP session).



Exercise Activity (Participant)�Time��In Processing�08:30–08:40��Opening Remarks �08:40–08:45��Introduction of Exercise Facilitators and Ground Rules (SRA PM)�08:45–08:55��Introduction of Exercise Participants (Each Participant)�08:55–09:00��Review of background Scenario (SRA Facilitator)�09:00–09:05��Exercise “Play” (SRA Facilitator and Participants)�09:05–10:15��	15-minute Rest Breaks�10:15 -10:30��Exercise “Play” (SRA Facilitator and Participants)�10:30–11:45��“Hotwash” for BCCP and COOP Sessions (SRA Facilitator and Participants)�11:45–12:00��	15-minute Rest Break�13:15��

As noted above, the BCCP and COOP sessions will focus on slightly different objectives and scenarios.  Accordingly, there will be differences in the structure and execution of each of these sessions.



LOCATION:  The exercise will take place in various locations at the nine separate SDN meetings attended by the RO Directors.














